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About	these	Release	Notes	

These Release Notes describe all features that will be included in Veeva Network MDM 26R2.0. 

RELEASE	DATES	

• Sandbox release (version 26R2.0) - Friday, August 7 
• Production release (version 26R2.0.1) - Friday, August 21 

SUBSCRIBE	TO	RELEASE	NOTIFICATIONS	

You can receive email notifications about upcoming software releases and the supporting 
documentation. 

Software	releases	and	maintenance	

• Veeva Trust Site  

At the top of the page, click Subscribe to Veeva Trust Site and subscribe to the Veeva Network 
MDM component.  

Release	Notes	and	Data	Governance	documents	

The documents are posted in the following locations: 

• Veeva Connect - Join the Network MDM Community. 

To be notified as soon as the Release Notes are posted, go to your Veeva Connect profile and click 
Settings. On the Email Frequency page, expand the list and choose Immediate. Other notification 
options are Daily and Weekly.  

• Veeva Network MDM Online Help 

For more release information, see About Network MDM Releases in the Veeva Network MDM Online 
Help. 

Browser	requirements	

Veeva Network MDM is supported on the latest version of these browsers, as of their most stable 
version at the time of release: 

• Google Chrome™  
• Apple® Safari®  
• Microsoft® Edge 

Veeva Network MDM is not supported on mobile devices. 

https://docs-vdm.veevanetwork.com/Content/PDFs/Release_notes.htm
https://docs-vdm.veevanetwork.com/Content/Network_topics/Overview_topics/About_Network_Releases.htm
https://veevaconnect.com/communities/ANwFL3CJAAA/about
https://trust.veeva.com/
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Release	Note	updates	

The following updates have been made since the Early Release Notes were published (July 24, 2026). 

Added 

The following update is added for the release: 

• Match – The Veeva ID and OneKey ID fields are now supported in match configurations.  

• Security  - To protect your data, legacy Transport Layer Security (TLS) ciphers are removed from 
publicly accessible Network FTP servers. 

Removed 

The following feature was removed: 

• Event Streams - Use this new integration pattern to immediately notify downstream systems 
about time and business critical updates. 

All material in the Release Notes should be reviewed to ensure that updates to existing topics are noted. 

What's	new	

 The following key enhancements comprise the Veeva Network MDM 26R2.0 major release.  

    ST DS DM AD 

Announcement 

New fields enabled 
by default 

To support enhancements in version 
26R2.0, several new fields will be 
added and enabled by default in all 
Network MDM instances. 

26R2.0     

General 

Map updates Style updates have been made to maps 
on record profiles to align with search 
and geocoding changes.  

26R2.0     

Product name The user interface is now rebranded 
with the Network MDM product name. 

26R1.1     

Hierarchy Explorer widget 

Access from HCP 
accounts in Vault 
CRM 

When the Hierarchy Explorer widget is 
embedded in Vault CRM, end users can 
now access the widget directly from an 
HCP account. 

26R2.0     

Export to Excel Administrators can disable the option to 
export hierarchies to a Microsoft Excel 
file.  

26R1.1     



Veeva Network MDM 26R2.0.1 Release Notes  

10 

    ST DS DM AD 

Data Change Requests 

Master data 
disclaimer 

Users must confirm that DCR updates 
for mastered records do not come from 
external data sources. 

26R1.1     

Search 

Improved phonetic 
search 

Search behavior has been expanded to 
support a broader range of alternate 
spellings and phonetic name variations. 

26R2.0     

Profiles 

Profile Inspector The Profile Inspector is a tool that you 
can use to see all of a record’s fields, 
including fields not on the profile, on a 
single, easy-to-search screen. 

26R2.0      

Parent Affiliation 
improvements 

 The Parent Affiliation section is 
updated to include pagination. 

26R2.0     

OpenData 2.0 data model 

License support The data model is extended to support 
the License object which includes the 
Identifier component. 

26R2.0     

Identifiers Identifier data (for example, NPI 
numbers and VAT IDs) is now stored as 
a License component rather than fixed 
fields, allowing you to assign multiple 
ID types to a single record to support 
complex business scenarios. 

26R2.0     

IQVIA® OneKey data 

Process 
IQVIA reference data 

IQVIA custom reference field value lists 
in Network MDM are updated with the 
latest reference data provided by 
IQVIA.  

26R1.1       

Unmerge records Network MDM can now unmerge 
OneKey records during the source 
subscription job.  

26R1.1       

Integration 
Dashboard 

The IQVIA OneKey system is included 
in the dashboard.  

26R1.1        

Data Model 

New fields for 
unmerged records 

To help users more easily track record 
unmerges, new fields are added to 
unmerged records so its history can be 
viewed directly on the record.  

26R2.0       

Cluster management Updated codes are available for Spain 
and the UK.  

26R1.1       
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    ST DS DM AD 

Match 

ID fields The Veeva ID and OneKey ID fields are 
now supported in match configurations.  

26R2.0       

OpenData Subscriptions 

Advanced filters Administrators can define advanced 
filters using SQL queries to specify 
additional records to download in 
country subscriptions.  

26R2.0       

Updates for field 
management 

Subscription settings are updated with 
clearer field labels making it easier for 
Data Managers to understand and 
select which fields are managed by 
OpenData. 

26R2.0       

Enhanced job details The Job Result Summary now 
includes a new column that displays the 
total count of processed records. 

26R2.0       

Primary CDA address 
field 

Administrators can configure the 
Primary CDA field to be OpenData-
managed in country subscriptions.  

26R1.1       

Subscriptions 

Track countries Data managers can see the countries 
impacted by jobs.  

26R2.0        

Source Subscriptions 

Reference data 
issues 

Administrators can configure 
subscriptions to update records even 
though reference data issues are 
identified.  

26R1.1       

Integrations 

Vault CRM A new Vault CRM credential supports 
the Network System User that is now 
provisioned in each Vault CRM instance.  

26R2.0        

Security 

Dynamic user 
provisioning for 
single sign-on (SSO) 

Administrators can now use their SSO 
provider groups and countries to 
automatically set up new users with the 
right access and settings the first time 
they log in. 

26R2.0        

TLS ciphers To protect your data, legacy ciphers will 
be removed from publicly accessible 
Network FTP servers.  

26R2.0        

SSL certificate 
updates 

Customers who explicitly download and 
install certificates must update the 
certificate for veevanetwork.com. 

26R2.0        
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    ST DS DM AD 

API 

Version update - 
26R2 

The Network MDM API is updated to 
v40.0. 

26R2.0 Developers 

Version update - 
26R1.1 

The Network MDM API was updated to 
v39.0. 

26R1.1 Developers 

Restrict access to 
authorized systems 

The Change Request Search and 
Retrieve APIs now enforce the system 
access restrictions in your user profile. 

26R1.1        

Note: The System and Data Admin user has all of the capabilities of the System Administrator and Data 
Steward users. Features and enhancements that apply to those users also apply to the System and Data 
Admin user.  

Data Governance - Specific updates for fields and reference data are provided in the Veeva Network 
MDM Data Governance release notes for every minor and major Network release. 

 	

https://docs-vdm.veevanetwork.com/Content/PDFs/Release_notes.htm
https://docs-vdm.veevanetwork.com/Content/PDFs/Release_notes.htm
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Announcements	

NEW	FIELDS	ENABLED	BY	DEFAULT	

To support enhancements in version 26R2.0, four new fields will be added and enabled by default.  

Fields that are enabled by default can impact your current configurations. Evaluate any potential impact 
before 26R2.0 is released to your Sandbox and Production Network MDM instance.  

Fields	for	unmerged	records	

The following system fields have been added to HCO, HCP and custom main objects to provide 
additional details on unmerged records. 

Field Name Label Description 

record_unmerged_date__v Unmerged Date Date when the record was 
unmerged. 

record_unmerged_from_vid__v Unmerged from 
Network ID 

Network ID of record that this 
record was unmerged from 

record_unmerged_original_vids__v Unmerged Original 
Record Network IDs 

The Network IDs of the records 
that existed before they were 
merged. It confirms which original 
record's data is now being restored 
into the new record. 

Supported countries  

• All countries 

Field details 

    

Managed by OpenData? Yes 

Enabled by default? Yes, for all Network MDM instances.  

Immediate data impact? Yes 

Profile layouts The fields will be added to standard layouts. They must be 
added to custom profile layouts.  

For information about the enhancement, see the New fields for unmerged records topic.  
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New	field	for	OpenData	2.0	

Support for License sub-objects is being added in this release. Licenses now also include a separate 
component for Identifier data (for example, NPI numbers in the US and Tax IDs in Europe).  

A new field will be added to the License object and enabled by default to define a License record as 
either a "License" or an "Identifier". 

Field Name Field Label Field Type Description 

object_cat_type__v Object Category 
Type 

Reference Type This is an important field that 
determines if the record is a License or 
an Identifier.  
 
Possible values: LICENSE, ID or no 
value (for existing Licenses).  
 
The default value for new records is 
LICENSE. 

Supported countries  

All countries/regions except the following: 

• Belarus 
• Burkina Faso 
• China 
• Ethiopia 
• Hong Kong 
• Iraq 
• Japan 
• Macao 

 

• Madagascar 
• Mali 
• Sierra Leone 
•  Russia 
• Tajikistan 
• Turkmenistan 
• Uzbekistan 
• ZZ (All Other Countries) 

 

Field details 

    

Managed by OpenData? Yes 

Enabled by default? Yes, for all Network MDM instances.  

Immediate data impact? Yes 

Profile layouts The field will be added to the GlobalStandard layout for HCPs and 
HCOs. It must be added to custom profile layouts.  
No impact or action required to custom layouts if you do not use 
the OpenData 2.0 data model or the Identifier for Licenses.  

For information about the enhancement, see the OpenData 2.0 data model  topic.  
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Considerations	for	existing	Network	MDM	instances.	

When fields are enabled by default, it can impact target exports and reporting. 

• Target Exports - New fields will automatically be included in target subscriptions configured to 
export all objects and fields. 

• Reporting – Queries or saved reports using SELECT * will return different results. 

Action required to prepare for these fields 

Before the fields are added in this release, the following tasks should be considered: 

• Audit Downstream Systems - Identify target exports that pull "all fields" and either update 
downstream systems to accept the new data or limit the subscription to specific fields only. 

• Review Custom Reports - Update any SELECT * reporting queries to use explicit field names 
instead, if those reports don't require these fields. 

• Plan Configuration Updates - Add tasks to your 26R2.0 release checklist to update custom profile 
layouts if you plan to use this data. 
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General	

MAPS	
26R2 

Maps across all Network MDM features have been updated with subtle design refreshes and changes 
for geocoded addresses.  

These enhancements are enabled by default.  

Maps are available in the following features: 

• Network Search 
• Profile page 
• Network Explorer 
• Admin Homepage 

Users will notice the following changes:  

• Style - Minor changes in visual styling to the map interface. 

 
• Geocoding - Addresses without latitude and longitude coordinates will not display on maps. 

If an address cannot be mapped, the following message displays: Map coordinates are 
missing for <record name>. 
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PRODUCT	NAME	
26R1.1 

Veeva Network is now Veeva Network MDM. This new name highlights its power as a multi-domain 
master data management platform and customer master application that can be used with any 
reference data provider. 

The rebranded product name now displays in the Network MDM user interface.  

 

This enhancement is enabled by default.  

Updates	

The updates are made to logos and labels in the Network MDM user interface. 

The rebranded product name does not impact your instance names, feature configurations, or 
reporting.  



Veeva Network MDM 26R2.0.1 Release Notes  

18 

Hierarchy	Explorer	widget	

Hierarchy Explorer is a Network widget that you can use to see all levels of an HCO's structure, making it 
easy to visualize their hierarchy and find new targets. 

To enable Hierarchy Explorer in your Network MDM instance, contact Veeva Support.  

The following enhancement has been added for the Hierarchy Explorer widget in this release.  

ACCESS	FROM	HCP	ACCOUNTS	IN	VAULT	CRM	
26R2 

When the Hierarchy Explorer widget is embedded in Vault CRM, end users can now access the widget 
directly from an HCP account. Previously, Hierarchy Explorer could be accessed from HCO accounts.  

 

This enhancement is available by default if the widget is embedded in Vault CRM. For details, see the 
Network Hierarchy Explorer topic in the Vault CRM Online Help.  

https://vaultcrmhelp.veeva.com/doc/Content/CRM_topics/Integration/Network_Integration/UsingNetwork/NetworkHierarchyExplorer.htm
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Widget	access	

Vault CRM users can access the widget when they are logged in using their Vault credentials. On an HCP 
Account page, click More Actions and select Network Hierarchy Explorer. 

The HCP's hierarchy opens so users can immediately explore it. Users can also submit data change 
requests through the widget.  

For information about configuring the widget for Vault CRM, see Embed Hierarchy Explorer in Vault CRM 
in the Veeva Network MDM Online Help.  

EXPORTING	HIERARCHIES	
26R1.1 

The option to export the hierarchy to a Microsoft Excel file is available from the Child HCPs, Child 
HCOs, and custom tabs. For compliance, it might be necessary to prevent users from exporting HCP and 
HCO details from the widget. Administrators can now configure the widget to hide the Export to Excel 
option from the Actions menu on these tabs. 

This can be applied to Hierarchy Explorer embedded in Vault CRM.  

 

This enhancement is available by default in your Hierarchy Explorer configuration. The Export to Excel 
option displays by default for widgets. 

Hide	Export	to	Excel	

1. Open a Hierarchy Explorer widget configuration (Widgets & Portal > Network Widgets).  
2. In the General Settings section, a new heading, Export to Excel Settings displays.  
3. Clear the Display Export to Excel option setting. It is enabled by default.  

https://docs-vdm.veevanetwork.com/Content/Network_topics/Widgets/Hierarchy_Explorer_VaultCRM.htm
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4. Save your changes.  

Existing	property	

Previously, the Export to Excel option could be hidden using a widget property in your internal 
application or through a setting in the Network Portal.  

If you are already using the property in your widget code (hide-export-button="true") or the 
setting in the Network Portal, the Export to Excel option will not display in the widget.  
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Data	change	requests	

MASTER	DATA	DISCLAIMER	
26R1.1 

For compliance, you must now confirm that the new information you are submitting in a data change 
request was not sourced from another master data provider. This ensures that data that you license 
from another provider is not shared with another master provider. 

The following message displays when you submit a change to a mastered field on a mastered record. 

Disclaimer 

I confirm that the information I am submitting is based on my personal 
observations, research or interactions with an HCP/HCO, and is not based on 
any information my company licensed from another data provider. 

This enhancement is enabled by default in your Network MDM instance. 

Impacted	records	

The confirmation applies to records owned by the following master data providers: 

• Veeva OpenData  
• IQVIA® OneKey  
• Other third-party data providers 

Required	confirmations	

The disclaimer displays only when you submit a change to a mastered field that is routed to a master 
data provider.  

Record Owner DCR Fields Confirmation Required? 

OpenData  OpenData Yes 

OpenData  OpenData and Customer Yes 

OpenData  Customer No 

Third Party Third Party Yes 

Third Party Third Party and Customer Yes 

Third Party Customer No 

Locally managed Customer  No 

Supported	DCRs	

• Add Requests 
• Change requests 
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Confirming	the	DCR	data	

When you submit a change on a mastered record, the confirmation displays when you apply the change. 
You must confirm when you submit an add or change request through the following methods: 

• Profile page 
• Network widgets (Search, Profile, Hierarchy Explorer) 

Example DCR submitted from the Profile page 

On the Profile page, the confirmation displays on the Apply Change Request dialog. 

 

Select the checkbox to confirm that the data did not originate from another data source. The Apply 
button is not active until the confirmation is applied.  

Send	to	OpenData	

Local data stewards must confirm that they are not including third-party data when they send a record 
to OpenData to start mastering.  

The Send to OpenData button is not active until the confirmation is applied.  
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Change	Request	API	updates	

The Change Request API contains a new parameter to identify the master data confirmation: 

• source_verified 

Integration users should submit DCRs with the source_verified parameter to confirm that data in the 
DCR is not from another data provider.  

Supported values 

Value Outcome 

true The DCR is routed to the appropriate master to be processed.  
 
Note: If the source_verified value is not defined, the DCR outcome is the same as 
true. However, it will not be logged in the Task Audit Log because there is no value.  

false The DCR on existing master managed fields are auto-rejected.  
 
If Review Rejections is on (Workflow Settings), a new add request or new sub-object 
is routed to local data stewards.  
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API version 

The source_verified parameter is supported for Network API version 39.0. If the parameter is used in 
earlier API versions, it is ignored.  

Example request 

POST https://my.veevanetwork/api/v39.0/change_request/search?source_verified=true 

Example response 

{ 
             "change_request_id": "949198485141127199", 
             "status__v": "CHANGE_PENDINGREVIEW", 
             "result__v": null, 
             "entity_type": "HCP", 
             "vid_key": null, 
             "vid__v": null, 
             "metadata": { 
                 "creator": "crmuser@verteo.veevanetwork.com", 
                 "note": "John Smith is a new doctor at Memorial Hospital", 
                 "source": "Veeva CRM", 
                 "system": null 
             }, 
             "resolution_notes": null, 
             "entity": { 
                 "object_id": "949198485140668447", 
                 "object_name": "HCP", 
                 "first_name__v": { 
                     "change_requested": "John", 
                     "final_value": null, 
                     "result": null 
                 }, 
                 "last_name__v": { 
                     "change_requested": "Smith", 
                     "final_value": null, 
                     "result": null 
                 }, 
                 "primary_country__v": { 
                     "change_requested": "US", 
                     "final_value": null, 
                     "result": null 
                 } 
             }, 
             "source_verified": "true",             "created_date": "2026-06-
26T10:51:51.000-04:00", 
             "completed_date": null, 
             "taskCountry": "US", 
             "task_type": "ADD_REQUEST", 
             "original_task_type": "ADD_REQUEST", 
             "parent_task_ids": [], 
             "reserved_vid": null 
         } 

The Search Change Request and Retrieve Change Request responses contain the source_verified value if 
the parameter was submitted in the DCR.  
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Logs	

Administrators can track the master data confirmation responses using the Task Audit History (Logs).  

A new Action Type is created to identify the response for all DCRs.  

ActionType Message 

RouteToLocal Source not verified. Route to local stewardship.  

Example 
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Search	

IMPROVED	PHONETIC	SEARCH	
26R2 

Search behavior has been expanded to support a broader range of alternate spellings and phonetic 
name variations, delivering even more relevant search results. 

Examples 

The enhanced search behavior provides results that more closely match the search term. 

Search 
Term 

Previous Results New Results 

Radika Reddick, Rudick, Redhawk 

 

Radhika 

 



 Veeva Network MDM 26R2.0.1 Release Notes 

27 

Search 
Term 

Previous Results New Results 

Norany Results may not be returned.  

 

Norlan, Nurani, Noland, Noorani 

 

This enhancement is enabled by default.  
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Profiles	

PROFILE	INSPECTOR	
26R2 

The Profile Inspector is a tool that you can use to see all of a record’s fields, including fields not on the 
profile, on a single, easy-to-search screen. Data Stewards can use the view to quickly find fields without 
digging into the different sections on the Profile page.  

 

This feature is enabled by default for your Network MDM instance.  

Supported	users	

• Data Stewards 
• Data Managers 
• System Administrators 
• System and Data Admins 

Supported	records	

• Type - HCPs, HCO, custom objects 
• Ownership - Locally managed, Veeva-managed, and third-party managed records. 

Profile Inspector can also be used on records not yet downloaded from OpenData.  
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Display	on	profiles	

The Profile Inspector button does not display by default on record profiles. Users can choose to display 
the button.  

• Expand the More Options menu and toggle the Show Profile Inspector option to On. Your 
preference is remembered the next time you visit a record profile. 

 

Using	Profile	Inspector	

On any record, click Profile Inspector to open the tool.  

Available fields 

Profile Inspector includes all fields and values for that record, including fields that do not display on the 
Profile page.  

A Metadata tag is added beside fields that are not part of the data model but are added to help users 
understand the record; for example, the corporate_name__v field is added to parentHCO records. 

• Display order - The fields display in alphabetical order.  
• Field color - The color indicates field management if you have the Field Ownership option 

selected (More Options menu). 
• Multivalued fields - Fields with multiple values display as comma-separated lists.  
• Copy - A Copy icon displays beside each field. 
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Sections	

Separate sections display for sub-objects. Click the section name, for example Addresses or 
ParentHCOs, to jump to that section in the tool.  

Each section can be expanded or collapsed.  

 

Search	for	fields	

Use the Search bar to quickly find specific data points, for example, field labels and names, reference 
labels and values.  

If you filter the record for a specific search term, your preference is remembered the next time you 
open Profile Inspector on any record.  
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Example 

Search for "primary" to see all fields on the record that are set to primary.  
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PARENT	HCO	ENHANCEMENTS	
26R2 

To help you find affiliations faster on records with high volumes of parent HCOs, the Parent Affiliation 
section is enhanced. You can now navigate large lists effortlessly using pagination or quickly locate 
affiliations using specific keywords. For example, search for the Network ID of a hospital to find it in any 
affiliation card on the record.  
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This enhancement is enabled by default.  

Key	details	

Detail Explanation 

Limit of records A maximum of 500 affiliations can display for each record.  
 
This is an existing limit that has not changed with this 
enhancement.  

Default number of records 
per page 

Five records display by default.  
 
Use the Show option to change your preference to display 10 
records.  
 
Your preference will be remembered the next time you visit a 
record profile.  

Page display order Affiliations are listed in the following order: 

• Primary affiliations 

• Active affiliations listed in alphabetical order 

• Inactive affiliations listed in alphabetical order. 

When new affiliations are added on the Profile page, they are 
added to the bottom of the active affiliations. If it is marked as a 
primary record, it will display at the top of the list.  

Available	actions	

• Search - Use the Search bar to find an affiliation on any page in the section.  
• Filter - Use the Status filter to display All Statuses, Active, or Inactive affiliations.  

The filter is remembered as you visit other records or return to the Profile page.  
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OpenData	2.0	data	model	

The OpenData 2.0 data model was released in June 2026. It supported the HCO, HCP, Address, and 
Parent HCO objects.  

The following enhancements have been added in this release.  

LICENSE	SUPPORT	
26R2 

The OpenData 2.0 data model now supports the License sub-object. In addition, the Licenses can now 
manage and store multiple IDs from the same issuer using the new dedicated Identifier category. 
Identifiers are IDs like HIN, NPI, and Tax IDs.  

 

The OpenData 2.0 data model, including License support, is enabled by default for new customers. 
Existing customers can enable the fields for the OpenData 2.0 data model. 

Enable	License	fields	for	OpenData	2.0	

Administrators can enable the fields for their Network MDM instance. The method depends on whether 
the OpenData 2.0 data model is currently enabled.  

OpenData 2.0 not yet enabled 

If you have not yet enabled the OpenData 2.0 data model for your Network MDM instance, enabling it 
will enable all OpenData 2.0 fields for HCPs, HCOs, Addresses, ParentHCOs, and Licenses (including fields 
for Identifiers).  

1. In the Admin console, click Settings > General Settings.  
2. In the Common Data Architecture (CDA) and OpenData 2.0 Data Model section, select Enable 

OpenData 2.0 Data Model.  
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3. Save your changes.  

OpenData 2.0 data model is already enabled 

If you are already using OpenData 2.0, enable the individual License fields.  

1. In the Admin console, click Data Model > Data Domains > Customer Master > Licenses.  
2. In the Fields section, expand the Data Schema filter and select OpenData 2.0.  

All OpenData 2.0 fields display.  

3. For any disabled fields, toggle the Status icon to Enabled.  
4. Save your changes.  

 

Receive	License	and	Identifier	data	from	OpenData	

To learn when License and Identifier data will be available, follow the OpenData communities on Veeva 
Connect. 

• OpenData - APAC (available by invitation only)  
• Veeva Brazil Commercial Community 
• OpenData - Europe 
• Veeva LatAm Commercial Community 
• OpenData - US 

https://veevaconnect.com/communities/Ae_BjA2q8AA/posts
https://veevaconnect.com/communities/APIKcYT64AA/about
https://veevaconnect.com/communities/ANgVGYfzoAA/about
https://veevaconnect.com/communities/AMZoRWnYwAA/about
https://veevaconnect.com/communities/APIe9MetAAA/about
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License data 

License fields are managed by OpenData by default. Field values are pushed to your Network MDM 
instance through your OpenData subscriptions or ad hoc downloads as usual.  

Identifier data 

Important: Veeva OpenData Identifier data is not downloaded to customer instances by default. You 
must choose to download and sync OpenData Identifier data for your Network MDM instance.  

To receive Identifier data from OpenData: 

1. In the Admin console, click Settings > General Settings.  
2. In the Common Data Architecture (CDA) and OpenData 2.0 Data Model section, select Enable 

OpenData Identifier Sync.  
3. Save your changes.  

This will set the fields to be OpenData-managed. If this setting is not enabled, Identifiers remain locally 
managed.  

 

Populate field values 

After the fields are enabled, follow these steps to populate field values: 

1. Enable at least one OpenData 2.0 License field in your Network MDM instance. 
2. Run a full OpenData country subscription to update all records that are downloaded in your 

Network MDM instance. 
a. Open an OpenData country subscription (System Interfaces > OpenData Subscriptions).  
b. In the Updates to OpenData records section, select Update all records.  
c. Save your changes. 

The next time the subscription runs, you will receive updates for all the Veeva-managed OpenData 
2.0 fields that you have enabled. 
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License	fields	

The OpenData 2.0 data model is updated to include the following items for Licenses.  

Object Fields Reference Types  

License 30 20 

All fields 

To view the complete list of fields that are included, open the License object in the Data Model and filter 
the Fields section for all fields that display the OpenData 2.0 data model tag. 

New fields 

The following new fields are added to the License object. These fields can apply to Licenses and /or 
Identifiers.  

Field Name Field 
Label 

Field Type Description License 
or 

Identifier 

id_priority__v Identifier 
Priority 

Reference Type  
(IdentifierPriority)  

Indicates whether the 
identifier for the HCP or 
HCO is the primary 
identifier or an additional 
(secondary) identifier. 

Identifier 

issuer_name__v Issuer 
Name 

Reference Type  
(IssuerName)  

The official name of the 
regulatory body, 
government agency, or 
professional council that 
issued the specific license, 
or the standardized 
designation of the 
identifier type assigned to 
the Health Care 
Professional or 
Organization in a certain 
country.  

License  
Identifier 

license_id_number__v License/ID 
Number 

Text Unique identifier or 
license number issued to 
the HCP/HCO.  

License  
Identifier 

license_name__v License 
Name 

Reference Type  
(LicenseNameLocal)  

License name. Describes 
what the license is for; for 
example, Nurse 
Practitioner.  

License  
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Field Name Field 
Label 

Field Type Description License 
or 

Identifier 

object_cat_type__v Object 
Category 
Type 

Reference Type  
(ObjectCategoryType)  

This is an important field 
that determines if the 
record is a License or an 
Identifier. 
 
Possible values include 
LICENSE, ID, or no value. 
  
Existing Licenses will not 
have a value. When a 
record is updated for any 
reason, the value will be 
set to LICENSE.  
Existing Licenses cannot 
be set to ID.  
 
This field is enabled by 
default for all Network 
MDM instances.  

License  
Identifier 

Existing fields added to Licenses and Identifiers 

The following fields have been added to the License object for OpenData 2.0. They apply to Licenses and 
Identifiers.  

Field Name Field Label Field Type Description 

country_cda__v Country (CDA) Reference Type  
(AddressCountryCDA)  

Name of country. 

entity_object_type__v Entity Object Type Reference Type  
(ObjectEntityType)  

Type of the source entity 
(HCO or HCP).  

entity_veevaid__v Entity Object Veeva ID Text Veeva ID of the HCP or 
HCO associated with this 
address or license. 

state_cda__v State/Province (CDA) Reference Type  
(AddressStateCDA)  

Name of state, province, 
or regional area. 

Existing fields added to Identifiers 

The following fields now apply to Identifiers.  

Field Name Field Label Field Type Description 

license_status__v License Status Reference Type  
(LicenseStatusItems)  

License status 

vid__v Network ID Text Network ID 
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New reference types 

These reference types added for OpenData 2.0 are restricted (read-only); reference codes cannot be 
added, updated, or removed.  

Reference Type Used by Field License or Identifier Details 

IdentifierPriority id_priority__v Identifier Two possible values: 
Primary and Secondary. 

IssuerName issuer_name__v License  
Identifier 

  

LicenseNameLocal license_name__v License   

ObjectCateogryType object_cat_type__v License  
Identifier 

Two possible values: 
License and Identifier 

To review the reference codes for each new type, go to Data Model > Reference Data.  

Updates to existing reference types 

All reference types for the License sub-object have been updated to be restricted (read-only). Reference 
codes can no longer be added, updated, or removed from these reference types. 

• CollabAgree  
• CompLicenseEligibility  
• CTRLSubPrescriptive  
• CTRLSubSampling  
• LicenseCertificiation  
• LicenseDEACode  
• LicenseDEAPaymentIndicator  
• LicenseEligibility  
• LicenseStatusCondition 
• LicenseSubType 

IDENTIFIERS		
26R2 

Identifier data is stored on the License sub-object. Identifiers are IDs like HIN and NPI in the US and Tax 
ID and VAT Number in Europe. Previously, these IDs could only be stored in record-level fields which 
limited the ability to store more than one type of ID per record; for example, storing multiple 
NPI numbers on a single HCO record to ensure historical context is preserved during acquisition.  

Storing IDs as a sub-object removes these limitations and gives you the flexibility to manage different 
business scenarios. 
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Support	for	Identifier	data	

Identifiers are introduced with the License sub-object for the OpenData 2.0 data model. They can be 
stored and managed even if OpenData 2.0 is not enabled for your Network MDM instance.  

To use Identifiers: 

• Enable the data model fields for Identifiers. See the License fields section above.  
• (Optional) To receive Identifier data from Veeva OpenData, turn on the Enable OpenData 

Identifier Sync option (Settings > General Settings).  

Defining	Identifiers	

A new field on the License sub-object, Object Category Type (object_category_type__v), 
determines if the record is a License or an Identifier.  

The field is a reference type field that uses the ObjectCategoryType reference list.  

ObjectCategoryType reference codes 

Network 
Code 

Network 
Name 

Definition Details 

(no value)  -  - Existing licenses with no value in 
this field will remain licenses.  
They cannot be changed to 
Identifiers.  
 
New records with no value will 
be licenses by default.  

ID Identifier A unique tracking number assigned to a 
professional or an organization for 
administrative or billing purposes, which 
identifies them but does not grant legal 
permission to practice. 

Identifiers must be explicitly set.  

LICENSE License A credential granted by a regulatory 
body that provides legal permission to 
practice a profession, often with an 
associated expiration date and status. 

This is the default value for new 
records that do not specify a 
value for this field.  

Impact to existing license records 

All existing License records will remain Licenses but they will have no value in the Object Category Type 
field.  

When the record is updated for any reason, the (object_category_type__v) field will be set to 
LICENSE. You can also proactively update the field to add the LICENSE value through data loading.  

Existing Licenses cannot be changed to Identifiers. 
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Updating the field 

The (object_category_type__v) field cannot be edited after a value is set.  

New records 

To add an Identifier, the (object_category_type__v) field value must be set to ID.  

Add Identifiers in the Network MDM user interface 

The (object_category_type__v) field value is determined by the section the record is created in: 

• License section - The field is set to LICENSE. 
• Identifier section - The field is set to ID. 

Add Identifiers through data loading or the Network API 

 The (object_category_type__v) field value must be included and set to ID.  

If the field has no value or is not defined, the record will be added as a License.  

Profile	layouts	

When the License fields associated with Identifiers are enabled, the Identifiers section displays on the 
GlobalStandard default profile layouts for HCOs and HCPs.  

These are the layouts used by the OpenData 2.0 data model. 
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Fields  

The Identifiers section includes the following fields: 

• Issuer Name 
• License/ID Number 
• Identifier Priority 
• License Status 
• Network ID 

Add to custom layouts 

The Identifiers section is not added to other standard layouts.  

Standard layouts are read-only. Clone a standard layout or edit an existing custom layout to include the 
Identifiers section. 

1. In the Admin console, click Data Model > Profile Layouts.  
2. Choose a custom layout from the list.  
3. Click Add Section. 
4. In the dialog, expand the Object field and choose Identifiers.  

The Description and Labels fields are automatically populated.  

5. Click Add.  

 
6. The Identifiers section is added to the bottom of the list in the layout. All default fields are 

included in the section.  

Use the Handle  icon to move the section to a different location in the layout, for example, 
below the Licenses section.  
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7. Save your changes.  
8. If required, update any data visibility profiles (Users & Permissions) to use this layout so the 

Identifiers section displays on record profiles.  

Identifiers	on	record	profiles	

The Identifiers section displays on record profiles.  

 

Supported records 

Only License records where the Object Category Type field value is ID display in this section.  

All other License records display in the Licenses section.  
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Identifier details 

The table contains the following details by default: 

Column Description 

Issuer Name The organization that issues the identifier. 

License/ID Number The number issued.  

Identifier Priority The importance of the identifier. Either Primary or Secondary.  

License Status Active or Inactive 

Network ID The 18-character unique ID assigned to the Identifier.  

Actions  View custom keys 
 View field details 

Available actions 

• Search - Use the Search bar to find specific identifiers.  
• Sort - Re-order each column by ascending/descending order. 

By default, the table is filtered by the Issuer Name of the Identifier country. If the Country (CDA) 
field is not included in the profile layout, the Issuer Name is filtered by the primary country of the 
HCP/HCO record.  

• Reset Filters - Update the table to the default sorting order. 
• Edit - Hover over a column value to display the Edit icon. Click Edit to set the profile page to edit 

mode.  

 
All Identifier values can be edited except the Network ID.  
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Adding	and	updating	identifiers	

As with all other sub-objects, Identifiers can be updated or added through the Network UI, data loading, 
and the Network MDM API.  

Network UI 

Identifiers can be added when you create an HCO or HCP record, or when you edit a record profile.  

 

To add an identifier: 

1. In the Identifiers section, click New Identifier. 

A row is added to the table.  

2. Define the following details: 
• Country (CDA) - The primary country. The primary country of the record profile displays by 

default.  
• Issuer Name - The organization that issues the ID.  
• License/ID Number - The number associated with the ID.  
• Identifier Priority - The importance of the Identifier: Primary or Secondary.  
• License Status - Active (default) or Inactive. 
• Network ID - This is assigned to the Identifier by default.  

3. Apply your changes.  

The identifier displays in the table. 

Note: The Object Category Type field value is automatically set to ID for objects created in the 
Identifiers section.  
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Data Loading 

Add or update Identifiers using source subscriptions. 

Important: Include the Object Category Type field with a value of ID when loading Identifier data. If 
the field is not included in the source file, the value is set to LICENSE by default. The field value cannot 
be changed on existing records.  

Network MDM API 

Submit add requests for Identifiers using the Change Request API.  

The Object Category Type (object_category_type__v) field must be included in the API call with a 
value of ID to create an Identifier.  

There is no impact to existing integrations for creating Licenses; the field does not need to be included 
because a License is created by default.  

Data	change	requests	

When users add or edit an Identifier, a change request is submitted.  

DCR routing 

The Enable OpenData Identifier Sync setting determines where the data change request is routed.  

• On - Identifiers are managed by OpenData; DCRs are routed to OpenData. 
• Off - Identifiers are managed locally; DCRs are routed to your local data stewards.  

Processing Identifiers on DCRs 

An Identifiers section is added to add requests and change requests so data stewards can easily process 
the changes.  
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Changes to the Object Category Type field 

The Object Category Type field cannot be changed after it has been set to LICENSE or ID. The change will 
be rejected automatically.  

Existing Licenses will have no value for this field. When a record is updated in any way, the field will be 
set to LICENSE by default. Existing Licenses cannot be set to ID.  
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Considerations	for	other	features	

Sub-object match rules 

Network MDM applies internal sub-object match rules to any merge comparison. The rules use specific 
fields to compare sub-object records to find duplicates.  

To ensure that Licenses and Identifiers are not compared with each other, different fields will be used 
for each type. 

Licenses Identifiers 

license_number__v  
type_value__v  
license_degree__v 

id__v  
issuer_name__v  
country_cda__v 

Match configurations 

The default match configurations in the Network MDM UI are not updated for Identifiers. 

Review your source data to determine if your existing match rules should be updated to prevent over-
matching.  

Validation rules 

Licenses and Identifiers share the same sub-object, so existing validation rules might trigger for both 
record types.  

Review your rules and update them to include the Object Category Type field to differentiate between 
License and Identifier records.  

Network Expression (NEX) rules 

Review any configured rules and update them to include the Object Category Type field to differentiate 
between License and Identifier records.  

Reports 

Review your saved reports and update them to include the Object Category Type field to differentiate 
between License and Identifier records.  
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IQVIA	OneKey	Connector	

The IQVIA OneKey Connector was introduced in Network MDM 26R1.0. The bi-directional connection 
with IQVIA® OneKey enables you to seamlessly integrate OneKey as your third-party data provider for 
HCOs and HCPs. 

Important: A third-party agreement (TPA) must be in place before OneKey data can be loaded into 
Veeva Network MDM.  

The following enhancements are added in this release.  

PROCESSING	IQVIA	REFERENCE	DATA	
26R1.1 

Network MDM now dynamically manages reference data updates from IQVIA to prevent HCP and HCO 
record rejections during data loads.  

When the IQVIA OneKey source subscription runs, the OneKey custom reference field values in Network 
MDM (for example, types and specialty) are updated with the list of values from the IQVIA data model. 
These updates are applied before the data files are processed, eliminating data loading errors caused by 
missing reference codes. 

This enhancement is enabled by default.  

OneKey	reference	data	file	

As part of the IQVIA OneKey Connector, IQVIA  publishes source files to your Network MDM FTP on a 
regular schedule as delta feeds. One of the files, codetable.csv, contains updates to IQVIA reference 
data.  

The file is formatted so it can be consumed by Network MDM and be processed during the source 
subscription job.  

Example file 
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Network MDM uses the following columns to process the IQVIA reference data.  

Column Details 

PROCESS  The action. R (Upsert) or D (Delete). 

COUNTRY_LIST The "Active Country" list.  
The countries listed here determine if the code is added or removed from 
a country.  

COD_ID_ONEKEY  The OneKey reference code. 

REFERENCE_TYPE  The custom OneKey reference types used by the IQVIA OneKey 
connector.  

LANGUAGE_CD The Network MDM language code. 
IQVIA sends one row for each language. For example, an update for "en" 
is one row, and an update for "fr" is another row.  

COD_LONG_LBL  The translation label for the code description. 

COD_END_VAL_DATE  The date the code is valid until on the OneKey side. Typically, the date is 
defined as 9999-12-31.  
This date column can be used to inactivate a reference code. Codes are 
also inactivated using D in the Process column.  

The other columns in the file are not considered during the reference data updates. 

Supported	actions	

Changes to the Network MDM reference field values will be made using the following details in the 
codetable.csv file.  

Action Process Condition 

Add reference code for an 
existing reference type 

R COD_ID_ONEKEY does not exist for the REFERENCE_TYPE. 

Add reference codes for 
active countries 

R COD_ID_ONEKEY exists for the REFERENCE_TYPE and a 
new country is in the COUNTRY_LIST.  

Remove reference codes 
from active countries 

R COD_ID_ONEKEY exists for the REFERENCE_TYPE and 
existing country is not in the COUNTRY_LIST.  

Create or update reference 
code translation 

R COD_ID_ONEKEY exists or does not exist, language code 
is defined in LANGUAGE_CD, and COD_LONG_LBL is 
populated. 

Inactivate reference codes D COD_ID_ONEKEY exists for the REFERENCE_TYPE. 

Inactivate reference codes  R COD_ID_ONEKEY exists and COD_END_VAL_DATE is 
different from 999-12-31.  
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Reference	update	job	

When your IQVIA OneKey source subscription runs, the reference data job runs first as a separate job. 
The codetable.csv file is loaded and processed before the data files (hcp.csv, hco.csv) are loaded.  

The job displays in the Job History section.  

 

Click the Job ID to open the Job Details page.  

On the page, you can see that the codetable.csv file was processed. Job statistics are not currently 
available for the reference data updates.  
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The relevant fields in the codetable.csv file are validated. If any required field is empty, the invalid 
row is dropped and a warning displays on the Job Error Log tab.  

 

The job continues so the OneKey HCP and HCO data updates can be processed.  

Warnings 

The following warnings are created for IQVIA reference data issues.  

Code Details Action 

W0063 A row is missing a value for the 
mandatory REFERENCE_TYPE column, 
making it impossible to categorize the 
record. 

Populate the REFERENCE_TYPE field for the 
specified line in your source file to ensure the 
code is mapped to the correct category. 

W0064 The unique identifier for a reference 
code (COD_ID_ONEKEY) is missing for 
the specified reference type. 

Provide the missing code value in the source 
file. Every reference entry must have a unique 
ID to be processed by Network MDM. 

W0065 The mandatory PROCESS column 
(instruction) is empty, so the system 
does not know whether to add/update or 
delete the code. 

Add the appropriate instruction to the 
PROCESS column (for example, R for 
Replace/Update or D for Delete). 

W0066 The value provided in the PROCESS 
column is not supported. Only R 
(Replace) and D (Delete) are recognized. 

Correct the instruction value in the source file 
to either R or Das required. 

W0067 The reference code entry is missing a 
language code (LANGUAGE_CD) for its 
label. 

Ensure a valid ISO language code (for 
example, "en", "fr") is provided in the 
LANGUAGE_CD column for the specified line. 

W0068 The language code provided in the 
LANGUAGE_CD column is not supported 
or recognized by the system. 

Verify and correct the language code to a 
supported standard format. Ensure the 
language is supported in Network MDM. 

W0069 The mandatory start date for the 
reference code's validity 
(COD_BEG_VAL_DATE) is missing. 

Populate the COD_BEG_VAL_DATE column in 
your source file with a valid start date. 
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Code Details Action 

W0070 The value provided for the begin-valid 
date is not a recognized date format 
(YYYY-MM-DD). 

Correct the date in the COD_BEG_VAL_DATE 
column to match the expected format (YYYY-
MM-DD). 

W0071 The reference code entry is missing an 
end-valid date (COD_END_VAL_DATE). 

Provide a valid end date in the source file. For 
codes that do not expire, use a far-future date 
or the standard system default. 

W0072 The value provided for the end-valid 
date is incorrectly formatted or contains 
invalid characters. 

Verify and correct the date format in the 
COD_END_VAL_DATE column of your source 
file. 

W0073 The descriptive label for the reference 
code (COD_LONG_LBL) is missing. 

Provide a descriptive label in the 
COD_LONG_LBL column to ensure the 
reference code is identifiable in the UI. 

W0074 Multiple rows for the same reference 
code were found with contradictory 
instructions (for example, one row says 
Delete, another says Replace). 

Review the source file for duplicate entries of 
the same reference code. Ensure the PROCESS 
instruction is consistent across all rows for that 
code. 

W0076 The mandatory country list for the 
reference code's validity 
(COUNTRY_LIST) is missing. 

Populate the COUNTRY_LIST column in your 
source file with a valid list of countries. 

Simulation	mode	

If the source subscription job is run in Simulation Mode, the reference data updates in the 
codetable.csv file will be processed. The data updates will remain simulated as usual.  
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UNMERGE	ONEKEY	RECORDS	
26R1.1 

Network MDM can now process unmerges that are sent from IQVIA in a source file. When your 
IQVIA OneKey source subscription runs, the OneKey records are unmerged. Previously, source 
subscription jobs processed the merged records only.  

This enhancement is enabled by default.  

Unmerged	records	file	

IQVIA publishes OneKey source files to your Network MDM FTP as scheduled delta feeds. One of the 
files, merge_unmerge_events.csv, contains merges and unmerges that need to be actioned in your 
instance.  

The records IQVIA has merged and unmerged are identified by the OneKey ID value. When the source 
subscription runs, Network MDM will now unmerge the records in your instance.  

Example merge_unmerge_events file 

 

The file contains the following important fields: 

Column Details 

PROCESS Instructions on how to handle the data: R (Upsert) or D (Delete) 

CHILD_ENTITY_TYPE The object type of the losing record: W (Workplace (HCO)) or I 
(Individual (HCP)).  

CHILD_ID_ONEKEY The OneKey ID of the losing record (the new unmerged record).  

PARENT_ID_TYPE The OneKey ID of the of the winning record. 

PARENT_ENTITY_TYPE  The object type of the winning record: W (Workplace (HCO)) or I 
(Individual (HCP)). 

ACTION_TYPE The action taken: M (Merge) or U (Unmerge). 

The other columns in the file are not considered during the unmerge action.  
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About	the	unmerge	job	process	

Source subscriptions will unmerge the records identified by IQVIA before processing the updates in the 
data files. This ensures merged records are successfully split and isolated first, preventing the incoming 
data feed updates from updating the winning merge record with data from the losing record. 

Unmerged	records	

When the records are unmerged, the following actions are taken for each record. 

Winning record 

• Any active custom keys belonging to the split record are inactivated. 

Split record (new unmerged record) 

• A new Network ID is assigned. 
• IQVIA custom keys originally associated with the record before it was merged are returned to the 

record. 

Important Customer-owned sub-objects and fields cannot be moved to the new record. You must add 
them back to the new unmerged record. Use reporting to help identify the sub-objects and fields to 
bring back.  

INTEGRATION	DASHBOARD	
26R1.1 

The IQVIA - OneKey Connector is now included in the high-level system summary on the Integration 
Dashboard. Administrators can click the IQVIA system to view the specific configuration details. 

 

This enhancement is enabled by default if you have an IQVIA OneKey system configured in your Network 
MDM instance.  



Veeva Network MDM 26R2.0.1 Release Notes  

56 

IQVIA	OneKey	configurations	

From the dashboard, click the system to open the configuration pop-up.  

System Details 

The Details tab displays by default. It contains the IQVIA-OneKey system configuration  

 

Integration details 

Click on an integration to view more details. For example, click Source Subscriptions to see details about 
the job that loads the IQVIA OneKey data. The time of the last job displays in your timezone.  

• Click the subscription name to navigate to that subscription configuration. 
• Click the link in the Last Job Status column to open the job details for the latest job.  
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Data	model	

NEW	FIELDS	FOR	UNMERGED	RECORDS	
26R2 

To make record history clearer and easily to track, three new fields are added to unmerged records to 
provide the following information:  

• Record that the new (unmerged) record was unmerged from. 
• Original record that the data is being restored from. 
• Date of the unmerge.  

 

This enhancement is enabled by default. The fields are enabled by default in all instances.  

Benefits	

• Easily cleanup bad merges - Bad merges can occur from broad matching rules, bad source files, 
data stewardship, and overmatching in jobs. These fields provide the exact pre-merge IDs you 
need to understand the record's history. 

• Track all unmerge activity: Automatically audits any unmerge action, whether it was triggered by 
Veeva OpenData or local data stewards. 

• Simpler downstream data updates - Downstream systems can read these fields directly, 
removing the need to build custom code to detect when records are unmerged. 

Note: Existing unmerged records will not be backfilled.  
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New	fields	

The following system fields are enabled by default and cannot be disabled. They are managed by Veeva 
OpenData by default.  

Field Name Label Description 

record_unmerged_date__v Unmerged Date Date when the record was unmerged 

record_unmerged_from_vid__v Unmerged from 
Network ID 

Network ID of record that this record 
was unmerged from 

record_unmerged_original_vids__v Original Record 
Network IDs 

The Network IDs of the records that 
existed before they were merged. It 
confirms which original record's data is 
now being restored into the new 
record. 
 
Note: The Unmerged From Network ID 
field value will never be included in this 
field.  

Supported	records	

The fields are available on main objects only.  

• HCP 
• HCO 
• custom main objects (including Payers and Plans) 

About	unmerged	records	

Unmerging records is an existing process in your Network MDM instance and in Veeva OpenData. 
Records are typically unmerged due to overmatching or to separate records that were manually 
matched in error. This enhancement adds details to an unmerged record, making it easy to instantly see 
the history of the original record and the record it was separated from. 
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Example scenario 

• The Merge: Record A and B are merged into Record C. Record C now contains the combined data 
lineage of both original records.  

• The Unmerge: Record B is unmerged from C. 
• The Result: A new record, B1, is created.  

The new fields are added to B1 to give you full visibility into the history of the record: 

• The Network ID of the merged record it came from (Record C). 
• The Network ID of the original record (Record B).  

This tells you the source of the bad merge and identifies where the data for B1 originates. If there 
are multiple Network IDs, they are always sorted in ascending order and are separated by double-
semi-colons (;;).  

• The unmerge date. 

 



 Veeva Network MDM 26R2.0.1 Release Notes 

61 

View	the	fields	on	record	profiles	

The fields are added to the Record Information section on standard profile layouts by default.  

Add the fields to any custom profile layouts that you've created for HCPs, HCOs, and custom objects.  

 

Unmerged	fields	on	OpenData	records	

The new fields are available on OpenData records that are downloaded to your Network MDM instance. 
This gives you more transparency on unmerges that occur on OpenData records.  

Note: The Network IDs of the original or unmerged from record might not be in your instance or be 
available to download.  
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Report	on	unmerges	

Advanced reporting users can report on unmerges using the sample queries available in the SQL Query 
Editor (Reports).  

Example sample query - Unmerged HCPs  

 

New unmerge queries 

New sample queries are available which include the new unmerge fields. They report on unmerges in 
your Network MDM instance and in the OpenData instance.  

• Unmerged HCOs 
• Unmerged HCPs 
• Unmerged HCPs and HCOs 

Existing unmerge queries 

The names of the existing sample queries for unmerged HCPs and HCOs are updated to indicate that 
they are legacy reports. These queries report on unmerges that occurred in your Network MDM 
instance only.  

• Unmerged HCOs (Legacy) 
• Unmerged HCPs (Legacy) 
• Unmerged HCPs and HCOs (Legacy) 
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CLUSTER	MANAGEMENT	
26R1.1 

Updated cluster codes are available for the following country/third-party cluster provider combinations:  

Cluster Provider Country New Version 

IQVIA Spain  6.0 

IQVIA United Kingdom 4.0 

The new cluster version is available by default if you have the country/provider combination enabled in 
your Network MDM instance.  

Update	addresses	

To update addresses with the latest cluster codes: 

1. In the Admin console, click Data Model > Cluster Management. 
2. Select the country / IQVIA cluster configuration. 
3. In the Cluster Management Details section, expand the Cluster Version field and choose the 

latest version.  
4. Save your changes.  
5. Click Refresh Addresses to run a data maintenance job to ensure that all addresses for that 

country have the latest cluster codes.  
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Match	

ID	FIELDS	
26R2 

The following ID fields can now be used in all match configurations, such as data groups, match rules, 
and filters. 

• Veeva ID (veevaid__v) 
• OneKey ID (onekey_id__v) 

 

This enhancement is enabled by default.  
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OpenData	subscriptions	

ADVANCED	FILTERS	
26R2 

Administrators and Data Managers now have greater flexibility for defining which records to include in a 
country subscription. Using SQL queries, you can create advanced filters to specify additional records for 
download.  

You can also now view any Veeva-managed filters currently applied to your instance directly within the 
subscription settings. 

 

This enhancement will be enabled by default for your Network MDM instance. 
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Filter	options	

When your OpenData country subscription runs, it downloads and updates records defined in your 
working set file. Previously, you could filter by Specialty and Type in the UI or submit a Veeva Support 
ticket for custom filtering. 

With this release, you can now build advanced filters using SQL queries directly in the UI, giving you 
greater control over which HCP and HCO records are downloaded. 

The HCP and HCO section in country subscriptions now have the following filter options.  

Filter Option Details 

No additional records Subscribe to records in the Working Set file only. (default) 

Additional records via Basic Filters Filter records by Specialty or Type.  

Additional records via Advanced 
Filters 

Use SQL queries to subscribe to additional records. 
 
These queries are defined and tested in the SQL Query 
Editor using the OpenData reporting tables and then copied 
and used in your OpenData country subscriptions.  
 
Queries run in your instance against OpenData reporting 
tables.  

Additional records via Managed 
filters 

Queries are created and managed by Veeva. 
 
The queries display as read-only so you can easily 
understand what is currently in place. In some cases, you 
can convert a Managed filter to an Advanced Filter that you 
can self-manage. 

Create	an	advanced	filter	

Prerequisite 

The Reporting on OpenData feature must be enabled in your Network MDM instance. The queries are 
created using fields from the OpenData tables. If the feature is enabled, the OpenData category displays 
in the SQL Query Editor.  
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For more information about this feature, see Reporting on OpenData in the Veeva Network MDM Online 
Help.  

Process 

• Write and test query in the SQL Query Editor. 
• Copy and paste the query to the country subscription and preview the count of additional records 

that will be subscribed to using the filter.  

Add an advanced filter: 

1. Open the SQL Query editor (Reports) and define a query using the OpenData reporting tables. 

Queries must filter on a primary country and include a SELECT statement, a WHERE clause, and 
reference the OpenData master instance tables.  

See the Query validation section for additional requirements and restrictions.  

Example query 

Use this HCP query to subscribe doctors in France that specialize in Oncology. 

SELECT 
         vid__v 
     FROM 
         opendata_emea.hcp 
     WHERE 
         hcp_type__v = 'D' 
         AND specialties = 'ON' 
         AND primary_country__v = 'FR' 

The query will validate as you create it.  

https://docs-vdm.veevanetwork.com/Content/Network_topics/Network_Reporting/Reporting_on_OpenData.htm
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2. Click Run Query to test the query and get a count of all OpenData records that meet your filter 

criteria.  
3. Open the OpenData country subscription (System Interfaces > OpenData Subscriptions).  
4. In the HCP or HCO section, click Additional records via Advanced Filters. 
5. Type a Query Description. 
6. Paste the validated query into the Query box.  

The query will validate again.  
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7. Click Preview Additional Records. A count displays the number of additional records that will be 

added to your subscription. This is calculated by taking the records in OpenData that match the 
filter and subtracting any you already have in your instance. 

8. Save your query. 

9. In the Save Changes dialog, the option When this subscription runs, download all OpenData 
records that meet the defined criteria is selected by default. Click Yes, Save Changes.  
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Query	validation	

All queries must include a SELECT statement and be complete and valid.  

In addition, the following rules are applied to ensure the queries are valid.  

Validation Rule Validation Message  Details 

Network ID (vid__v) 
must be from the HCP 
or HCO OpenData table 
that you are querying 

Invalid Selection: The query must 
select only the vid__v field from the 
HCP or HCO table. Please remove 
any additional fields or aliases. 

Only Network IDs are added to 
subscriptions.  

Use available reporting 
tables 

Unknown Table: Only OpenData 
tables as well as custom or lookup 
tables can be queried. 

Any referenced tables must be one 
of the following: 

- OpenData master instance table 
('opendata_<region>.hcp' or 
'opendata_<region>.hco') 

- custom table in your instance 
(includes __ct suffix) 

- lookup table in your instance 
(includes __t suffix) 

Include a WHERE clause 
Missing Filter Criteria: A WHERE 
clause is required. Please add 
specific filter criteria to your query. 

- 

Cannot include a 
DISTINCT keyword 

Unsupported Clause: The DISTINCT 
keyword is not allowed. Records are 
unique by default within the 
OpenData subscription. 

- 

Cannot include a 
LIMIT clause 

Unsupported Clause: The LIMIT 
clause is not allowed in this context. 
Please use the WHERE clause to 
manage the scope of your results. 

- 

Cannot include a MIN, 
MAX, COUNT, and so on 

- Aggregate functions are not 
supported. The query supports only 
the vid__v field from the HCP or 
HCO table.  
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Managed	filters	

If you have existing filters that were requested through Veeva Support tickets, the Additional records 
via Managed Filters option displays. The query created and managed by Veeva displays as read-only so 
you can see what is currently in place to subscribe to additional records.  

 

Switch to an advanced filter 

You can remove the Managed filter and create an Advanced filter so you can manage it for your 
instance.  

Options 

• Write a new query  
• Copy the Managed filter and use it as starting point for your Advanced filter. 

Important considerations 

Because Advanced filters run against OpenData reporting tables in your Network MDM 
instance—rather than on the OpenData instance—existing Veeva-managed queries cannot simply 
be copied; they must be adjusted or rewritten.  
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Example issues 

• Custom tables and custom fields - If the Managed filter uses Veeva custom tables or 
custom fields, the filter behavior must be changed because you cannot access those Veeva 
artifacts.  

Contact your OpenData representative before converting a Managed filter that uses Veeva 
tables or custom fields.  

• Candidate record fields - References to candidate record fields must be removed. They are 
not included in OpenData reporting tables. 

• Include the OpenData tables - The FROM statement must include the OpenData instance 
table for the entity; for example, opendata_emea.hcp.  

The query must be fully tested in the SQL Query Editor before being added as an Advanced filter. 

Create the advanced filter 

Important: The switch from a Managed filter to an Advanced filter cannot be reversed. 

To switch from using a Managed filter to an Advanced filter: 

1. If you are copying the Managed filter, click Copy to Clipboard.  
2. Open the SQL Query Editor (Reports) and either paste the copied Managed filter query and make 

the required changes or create a new query.  

Ensure that the query validates and then run it to view the results.  

3. Copy the query and open the OpenData country subscription.  
4. Select Additional Records via Advanced Filters. 
5. In the dialog, confirm that you want to switch to using an advanced filter. Click Yes, Proceed.  

 
The Additional records via Managed Filters option is removed.  

6. In the Additional records via Advanced Filters option, type a Query Description.  

7. Paste your tested query. When the query validates, click Preview Additional Records to test the 
query against the OpenData reporting tables. A count displays the records that will be added to 
your country subscription.  

8. Save your changes.  
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UPDATES	FOR	FIELD	MANAGEMENT	
26R2 

OpenData country subscription settings are updated with clearer field labels, making it easier for 
Administrators and Data Managers to understand and select which fields are managed by OpenData. 

The following improvements have been made to the Fields section: 

• Labels - The labels for each pane are updated to indicate field management.  
 

Previous Label New Label 

Available Fields Managed by Customer 

Selected Fields Managed by OpenData 

 
• Field names - The field name now displays beside each field label, for example, # of Beds 

(count_beds__v). 

 

These enhancements are enabled by default.  
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ENHANCED	JOB	DETAILS	
26R2 

The Job Result Summary now includes a new column called Processed to display the total count of 
processed records. Previously, this data was available only in the Job History section on the country 
configuration.  

This update provides immediate clarity on the full scope of a job, making it easy to see exactly how 
many records the job evaluated compared to how many actually resulted in a change. 

In addition to the new column, a header clearly separates the count of records processed during the job 
versus the updates that were made.  

 

This enhancement is enabled by default.  

Processed	records	

Processed records are the records included in the exported files when the OpenData subscription ran. 
This could be a full export (scheduled to run every Sunday from each OpenData instance) or a delta 
export (scheduled to run at least once a day from each OpenData instance) which contains records that 
were updated since the last export.  

The columns in the Changes Made in This Instance section display counts for any record that meets one 
of these three criteria when a job runs: 

• If there are updates for a record that has already been downloaded, it makes those updates. 
• If there are records that meet any filters for a particular country, those records are downloaded. 
• If new Network IDs were added to the Working Set file and those ID are in the exported files from 

OpenData, those records are downloaded. 
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PRIMARY	CDA	ADDRESS	FIELD	
26R1.1 

The Primary CDA field (primary_cda__v) for the Address object can now be managed by Veeva 
OpenData. Previously, the field could be locally managed only.  

This change is available by default. Administrators can change the field ownership within their OpenData 
country subscriptions. 

Data	impact		

Leave as locally managed (default behavior) 

There is no data impact if the primary_cda__v field remains locally managed.  

Change to OpenData managed 

If you choose to make the field managed by OpenData for a country, the following behavior occurs: 

• Data change requests will be routed to OpenData data stewards for processing 
• Updates to the field will be provided through your OpenData country subscription.  
• Locally managed data in the field will be overwritten by OpenData data.  

Tip: Backup existing data in the field before receiving updates from OpenData. See Tips for 
preserving local data in the Veeva Network MDM Online Help.  

Update	the	field	

To change the field to be mastered by Veeva OpenData: 

1. In the Admin console, click System Interfaces > Veeva OpenData Subscriptions.  
2. Open a country subscription.  
3. In the Veeva OpenData Fields section, expand the Address section in the Managed By Customer 

pane.  
4. Select the Primary (CDA) (primary_cda__v) field and use the Right-Arrow icon to move it to 

the Managed by OpenData pane.  

https://docs-vdm.veevanetwork.com/Content/Network_topics/Data_loading/Enabling_VOD_fields.htm
https://docs-vdm.veevanetwork.com/Content/Network_topics/Data_loading/Enabling_VOD_fields.htm
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5. Save your changes. 

The field will now be managed by OpenData for that country.  

6. Repeat these steps for each country where OpenData will manage the field.  
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Subscriptions	

COUNTRY	VISIBILITY	FOR	JOBS	
26R2 

Country information is now available for the Job History and on the Job Details page so Administrators 
and Data Managers can instantly see which countries are impacted by each job run.  

For global teams with subscriptions that trigger multiple country-specific jobs, this change simplifies 
monitoring, speeds up troubleshooting, and makes it easy to verify exactly where data updates and 
exports are being applied. 

 

This enhancement is enabled by default in your Network MDM instance.  

Supported	jobs	

• Source Subscriptions 
• Target Subscriptions 
• OpenData Subscriptions 
• Data Updater 
• Network Bridge 
• All other jobs except Veeva Connector jobs 

Country	details	

Country information displays in the Job History section and on the Job Details page. Depending on the 
job type, these are the countries where records were loaded or exported by the job.  

• Job History - A Countries column is added to this section on subscription configurations. 
• Job Details - A Countries field is added to the Overview section.  
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Country	details		

The country is defined by the primary country__v field on the record.  

Display 

• Five countries or less - The country name and flag displays If there are more than five countries, a 
count displays.  

• More than five countries - A count of countries displays as a link. Click the link to open a pop-up 
that contains the list of countries.  

 
You can also hover over the count to see the list of countries.  
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• No countries - N/A displays for jobs that ran before this release. Previous jobs are not back-filled 
with country information.  

N/A also displays for source subscription jobs that ended before the merge stage of the job.  

 

Source	subscriptions	

ADVANCED	PROPERTIES	FOR	REFERENCE	DATA	UPDATES	
26R1.1 

Administrators can configure source subscriptions to allow records to be processed even when 
reference data is missing or inactive for a target country. This ensures that reference data issues do not 
block you from getting high-priority data updates (like address or name changes). You can also define 
the fields that must fail when reference data is missing.  

The following advanced properties can be added to the Source Subscription configuration (Advanced 
Mode): 

Advanced Property Value 

"job.merge.ignore.invalid.referenceData": 
"true/false" - true - Enables the partial update 

behavior. 

The record will be updated but you 
will see a warning in the Job Error 
Log about the reference data issue so 
you can fix it.  

- false (default) - Retains current 
behavior of rejecting the record.  

"job.merge.disallow.invalid.referenceData.for
.fields": "<field>,<field>", 

A comma-separated list of field names 
from any object that must reject the 
record for bad reference values if 
validation fails (for example, 
primary_country__v or 
specialty_1__v). 
This property is ignored if the above 
property is false.  

This enhancement is available by default. Administrators can set the properties in the subscription 
configuration.  
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Integrations	

VAULT	CRM	CREDENTIAL	
26R2 

To simplify integrations, Vault CRM provisions a dedicated Network System User in each Vault 
CRM instance. This enhancement allows Vault CRM administrators to manage the Network MDM 
integration without maintaining a Vault Integration username and password. This single-purpose user 
eliminates conflicts with other integrations that use the same user and removes issues that can occur 
when passwords expire.  

To support this change, in your Network MDM instance, you can now create a secure connection to 
Vault CRM using the new Vault CRM credential type. Previously, the Vault credential was used with the 
Vault Integration user and password.  

This feature is enabled by default in your Network MDM instance.  

About	the	Network	System	User	in	Vault	CRM	

A Network System User is provisioned in Vault CRM for every Vault CRM instance. This user replaces the 
Vault Integration user. The user is set with predefined permissions, but you will need to extend the 
permissions for the user to be fully functional. For example, provide access to object types and custom 
fields.  

The Network System User will be supported in Vault CRM 26R2.0 (August 2026).  

New	Vault	CRM	implementations	

When you are setting up a new Vault CRM implementation, the Network System User is enabled by 
default on the Network Integration Administration page (Configuration). 

The Credentials section displays the Vault URL and the User. The naming convention of the user is 
application-network_int@<vault_domain>. 

Example 

 

https://vaultcrmhelp.veeva.com/doc/Content/CRM_topics/ReleaseNotes/26R2.0/NewIn26R2.0.htm?tocpath=Release%20Notes%7C26R2%20Release%20Notes%7C_____1
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Note: In the Network Credentials section, add the Network URL and Network Integration User as usual 
so you can connect your Network MDM instance to Vault CRM.  

Existing	Vault	CRM	implementations	

If you are already integrating with Vault CRM, update your Vault CRM and Network MDM configurations 
to use the Network System User. 

Important: After switching to the Network System User, the change cannot be reversed.  

Process 

The following tasks must be completed in Vault CRM and Network MDM to update the integration to 
use the Network System User. 

• Vault CRM - Complete the prerequisite tasks for the Network System User.  
• Network MDM - Create a Vault CRM credential. This new credential type uses the Network 

System User to connect Network MDM to Vault CRM. 
• Network MDM - Update the Vault CRM Bridge to use the new Vault CRM credential.  
• Vault CRM - Switch from using the Vault Integration user to the Network System User.  

Prerequisite	tasks	for	the	Network	System	User	

Complete these tasks in Vault CRM: 

• Update the permissions for the Network System User based on your business needs. For example, 
provide access to custom fields and object types.  

• Create or update Veeva Settings and Network Settings for the Network System User Application 
Profile (System User Application Profile). 

• Create a Veeva Support ticket to update data change requests that are pending from Vault 
CRM to include the Network System User. 

Create	a	Vault	CRM	credential	

Add a Vault CRM credential in your Network MDM instance. This new credential type uses the Network 
System User instead of the Vault Integration user.  

Supported features 

The new credential can be used for the following features: 

• Data Launch Accelerator 
• Vault CRM Bridge 
• Validate Vault CRM Bridge 

Note: The Vault CRM credential is not supported for Veeva Connectors and Vault Data Components. 
Continue using a Vault credential for these features.  



Veeva Network MDM 26R2.0.1 Release Notes  

82 

Add the credential 

1. In the Admin console, click Settings > External Credentials.  
2. Expand the list and choose Vault CRM.  

Review the information in the dialog and ensure that the Network Integration username, 
password, and URL are added to the Network Administration page and that the connection is 
valid. 

For details, see Administrative Tools in the Vault CRM Online Help.  

 
3. Define the Vault CRM credential Name. 
4. Type the Vault ID.  

 
5. Click Authorize Connection. 

Network MDM validates that the Vault CRM instance is configured to point to this Network 
MDM instance.  

https://vaultcrmhelp.veeva.com/doc/Content/CRM_topics/Integration/Network_Integration/NetworkTools.htm#SOU
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6. If the validation is successful, the Authorize Connection dialog displays.  

Click Allow to confirm that you want to connect your Network MDM instance to the Network 
System User in Vault CRM.  

 
7. The Test Connection action is automatically triggered. If the connection is made to Vault CRM, a 

success message displays.  

 
8. Save your changes.  
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Update	the	Vault	CRM	Bridge	

Change the credential used for the bridge so your bridge jobs continue to connect to Vault CRM.  

• In a bridge configuration, expand the External Credential list and choose the credential under the 
Vault CRM heading.  

 

The  bridge will now use the Vault CRM credential to connect to Vault CRM.  
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Switch	to	the	Network	System	User	

To start using the Network System User: 

1.  In Vault CRM, open the Network Integration Administration page (Configuration). 

 
2. In the Vault Credentials section, click Switch to Network System User.  
3. An alert displays to ensure that you understand that the change is not reversible. Click Continue.  

 
The Vault Credential section updates to change the existing Vault Integration user credentials to 
the Network System User credentials.  

Note: There is no Edit button for the Vault Credentials section. The Network System User cannot 
be changed.  
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Security	

DYNAMIC	USER	PROVISIONING	FOR	SINGLE	SIGN-ON	(SSO)	
26R2 

Administrators have more flexibility for defining new users that are created using SSO. You can now use 
your SSO provider groups and countries to map to Network MDM settings and automatically set up new 
users with the correct access the first time they log in. This eliminates manual profile updates and 
ensures global users instantly receive the correct access and permissions. 

 

This enhancement is enabled by default.  
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Highlights	

• User group management - Administrators can now map their existing identity provider groups 
(like Okta® or Microsoft ® Azure AD) directly within the Network SSO configuration. This 
eliminates the need to manually add users to Network MDM groups after they are auto-created. 

• User type provisioning - New users can now be automatically created as a Portal User, Standard 
User, or Data Steward. Previously, all new users defaulted to Standard Users and required manual 
updates.  

• Data access - Users are automatically assigned to specific Data Visibility Profiles (DVPs), Network 
Portal applications, and permission sets based on their SSO groups. 

• Localization settings - Key user preferences—including time zone, locale, and language settings—
are now defined automatically using group rules, ensuring global users can work immediately 
without manual setup. 

Updates	for	SAML	mappings	

A Group field is added to the SAML mappings so you can automatically assign a user to all of the groups 
that you have defined for that user in your SSO provider. This is an optional field.  
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Example for Microsoft Azure AD (Entra ID) 

A user is assigned to the following groups. 

 

In your Azure AD SSO settings, copy the group property value, for example group. 
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Okta example 

In your Okta SSO settings, copy the attribute name for your SSO groups. In this example, the name is 
"group".  

 

 In the Network MDM SAML Mappings, add the SSO group attribute value to the Group field. 

This will provide all your SSO group data to Network MDM. When users are created in Network MDM 
using SSO, the groups will be assigned to them.  
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Upload	a	file	of	your	group	mappings	

There are now two options for defining the mappings between countries and data visibility profiles 
(DVPs) for automatically created users.  

Mapping Option Method Details 

Use Country and 
DVP mappings 

Define the mappings between 
countries and DVPs.  
This is the default option that has 
not changed. 

Recommended for use: Limited 
number of users in just one or a few 
regions.  
Supported user types: Standard 
Users only 
Maintenance: Administrators might 
need to manually update user 
permissions and modify user types.  

Use a mapping file  Use the provided templates to 
upload a .csv file to map your SSO 
groups and countries to Network 
MDM settings. 

Recommended for use: Many users 
that are located in global regions.  
Supported user types: Standard 
Users, Portal Users, and Data Stewards. 
Maintenance: User creation rules will 
automatically configure the country, 
DVP, and user types as defined in the 
uploaded file.  

Define group mappings 

To use the new option to upload a file of mappings, complete the following steps. 

1. On the Single Sign-On page, click Edit.  
2. In the Mappings section, select Use a mapping file (Groups/Country Support). 
3. Click Upload Group Mappings.  
4. In the dialog, click Download Template.  
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A compressed file called SSO Mapping Template.zip is downloaded to your local computer.  

It contains three files: 

File Name Description 

Group Mapping 
Instructions.txt 

A plain text document that provides the instructions for defining 
your mappings.  

network_configurations.xlsx An inventory of the available configurations in your Network MDM 
instance (DVPs, User Groups, User Types, Timezones, Locales, and 
Languages).  
Use these values to populate the sso_mapping.csv file.  

 
Click the links to navigate directly to the configuration in Network 
MDM.  

sso_mapping.csv An empty file containing the column headers for the mappings.  
Define the mappings in this file and then upload to Network MDM. 

 
5. Open the sso_mappings.csv to define the mappings that Network MDM will use to automatically 

create users.  

Add values for the following columns. 

Column Value Details Example 

SSO_GROUP Group name from 
your SSO provider. 

Required if SSO_COUNTRY is 
empty.  

91568a03-7e6b-
4354-bd27-
3930e7462fef  

SSO_COUNTRY Country (ISO 2-digit 
code) from your SSO 
provider. 

Required if SSO_GROUP is empty.  
The value must match a country 
value in Network MDM.  

FR 
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Column Value Details Example 

NETWORK_USER_
TYPE 

User type that will be 
set for these users. 
Available options: DS 
(Data Steward), SU 
(Standard User), PU 
(Portal User) 

Optional 
 
Use the UserTypeID column from 
the network_configurations.xlsx 
file. 

PU 

NETWORK_DVPS Data Visibility Profile 
(DVP) that users will 
be mapped to.  

Required 
 
Use the DVPID column from the 
network_configurations.xlsx file.  
 
It includes all DVPs defined in 
your Network MDM instance.  
Multiple values are supported.  
 
Use double semi-colons (;;) to 
separate each value. 

canada_data__c  

NETWORK_USER_
GROUPS 

Custom Network 
MDM user groups to 
assign to users.  

Optional 
 
Use the UserGroupID column 
from the 
network_configurations.xlsx file. 
It includes all custom groups that 
have been created in your 
instance.  
 
Multiple values are supported.  
 
Use double semi-colons (;;) to 
separate each value. 

Marketing_Users__c;;
KAM_Group__c  

NETWORK_ 
LOCALE 

Network MDM locale 
to assign to users. 

Optional 
 
Use the LocaleID column from the 
network_configurations.xlsx file. 
It includes all locales available in 
Network MDM.  

en_CA  

NETWORK_ 
TIMEZONE 

Timezone to assign 
to users.  

Optional 
 
Use the TimeZoneID column from 
the network_configurations.xlsx 
file. It includes all timezones 
available in Network MDM.  

America/Toronto 

NETWORK_ 
LANGUAGE 

Language to assign 
to users.  

Required 
 
Use the LanguageID column from 
the network_configurations.xlsx 
file. It includes all languages 
available in Network MDM.  

en 
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Column Value Details Example 

APPLY_TO_ 
EXISTING_USERS 

Indicate the 
configurations to 
apply to existing 
SSO users when they 
log into Network 
MDM.  

Applies only to NETWORK_DVPS 
and NETWORK_USER_GROUPS.  
 
Use double semi-colons (;;) to 
separate each value. 

NETWORK_USER_GR
OUPS;;NETWORK_DV
PS 

Example sso_mapping.csv file 

 

Tip: Additional columns can be included in the file. In this example the Group_info column is 
added to help describe the SSO group.  

6. When the mapping is complete, click Upload File to add the mappings in the .csv file to your 
SSO configuration.  

The file is validated to ensure it contains the required information and it is in the expected 
format.  

• File format - .csv 
• Required columns - SSO_GROUP or SSO_COUNTRY, NETWORK_DVPS, and 

NETWORK_LANGUAGE.  
• Values - Values in the SSO_COUNTRY and NETWORK_ columns must match to the values 

defined in Network MDM. Use the network_configurations.xlsx file for all accepted values.  

If you see validation errors, click Download Error File to view the issues. Make the changes and 
upload the updated file.  
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7. When the file is uploaded successfully, the mapping results display a count of each mapped 
setting: SSO Groups, DVPs, User Groups, and User Types.  

 
The mapping file that you uploaded displays in the Current SSO Mappings section. The file can be 
downloaded any time by clicking the sso_mappings.csv file name. 

8. Save your changes. The uploaded file will not be applied until the SSO configuration is saved.  

Mapping	rules	

If the file includes Country and Group mappings, there are rules to understand which configuration will 
be applied when users are automatically created.  

• DVPs - A combination of all unique DVPs from the SSO_Country and SSO_Group mapping 
columns are applied.  

• User Groups - All user groups are applied. 
• Language, Locale, and Timezone - Apply the first matching settings found in the mappings. If 

none are defined, apply the default settings in the SSO configuration.  
• User Type - The user type with the highest privilege wins (for example, Data Steward overrides 

Standard User, Standard User overrides Portal User). If no user type is defined, the user will be 
created as a Standard User.  

Additional rules 

• If a row contains SSO_Group and SSO_Country values, the settings will apply only to users that 
have both. to both.  

• If a row contains SSO_Group only, its settings will apply to any user matching that group, 
regardless of the country. 

• If a row contains SSO_Country only, its settings will apply to any user matching that country 
regardless of their SSO group.  
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Updating	the	mappings		

The mapping file can be updated at any time.  

1. Click Re-Upload SSO Mappings.  
2. In the dialog, choose to download the template or to download and edit your existing mapping 

file.  

 
3. Upload the new or updated mapping file.  
4. When the validated file is successfully uploaded, the displayed mappings reflect the new 

mappings.  
5. Your previous mapping file can be downloaded in the Past SSO Mappings section.  
6. Save your changes.  
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Test	the	SSO	configuration	

After you have uploaded the mappings, you can test the SSO configuration to understand the Network 
MDM settings that will be applied to a user.  

1. When the Single Sign-On Settings page is in read-only mode, click Test User Settings.  
2. In the dialog, add the SAML attribute mappings. For the group field, add a group from your 

uploaded mappings file. 

Click Add Attribute to include multiple groups.  

 



 Veeva Network MDM 26R2.0.1 Release Notes 

97 

3. Click Evaluate.  
4. The Applied Configurations section displays the settings that will be applied to the user: 

• Data Visibility Profile 
• Language 
• Locale 
• Timezone 
• User Groups 
• User Type 

Logs	

Administrators can track the SSO mapping changes in the System Audit Log.  

 

UPDATES	TO	TRANSPORT	SECURITY	LAYER	CIPHERS	
26R2 

To ensure the highest security standards, the following TLS ciphers will be removed from publicly 
accessible Network FTP servers.  

• TLS_DHE_RSA_WITH_AES_128_CCM_8 
• TLS_DHE_RSA_WITH_SEED_CBC_SHA 
• TLS_RSA_WITH_SEED_CBC_SHA 

While Network already enforces TLS 1.2, retiring these ciphers eliminates known vulnerabilities and 
strengthens your data protection. 

This change will be made by default.  

Impact	to	existing	customers	

No disruption is expected. Standard FTP clients will automatically negotiate stronger, supported ciphers 
with no action required.  

If you connect using legacy FTP clients or custom automation scripts, you might need to update your 
software to maintain connectivity.  
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SSL	CERTIFICATE	UPDATE	
26R2 

All Veeva certificates have been re-issued by the certificate authority. The SSL certificate for 
veevanetwork.com will be updated on Friday, August 21 when version 26R2.0.1 is deployed to all 
Sandbox and Production PODs.  

Impacted customers 

Only customers who explicitly download and install certificates on any site caches or proxy servers must 
update their certificates.  

If you are impacted, you must update your certificates for Friday, August 21. 

Certificate expiry 

This new certificate expires in six months (February 2027). Certificate authorities are shortening validity 
periods to align with updated security standards.  

veevanetwork.com certificate 

Installing this certificate covers all Sandbox and Production Network MDM instances and 
login.veevanetwork.com. 

-----BEGIN CERTIFICATE----- 
 MIIG9zCCBd+gAwIBAgIQBgEtiTQzy8Y1U4x338u41DANBgkqhkiG9w0BAQsFADBZ 
 MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMTMwMQYDVQQDEypE 
 aWdpQ2VydCBHbG9iYWwgRzIgVExTIFJTQSBTSEEyNTYgMjAyMCBDQTEwHhcNMjYw 
 NzIyMDAwMDAwWhcNMjcwMjA1MjM1OTU5WjBxMQswCQYDVQQGEwJVUzETMBEGA1UE 
 CBMKQ2FsaWZvcm5pYTETMBEGA1UEBxMKUGxlYXNhbnRvbjEbMBkGA1UEChMSVmVl 
 dmEgU3lzdGVtcyBJbmMuMRswGQYDVQQDDBIqLnZlZXZhbmV0d29yay5jb20wggEi 
 MA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQC2bzIVidM4AZ6JxlUdal+BtzXe 
 fmkly1rBQlESrindQcH51CinJT6cnQMQbmziq1yQN2mZScucSeVndZasaG33kvNG 
 u57Ve3mB8mTP3MpGt6J4CiBCMWlOEHlXbRjZyhSai8HrAvB9ClWcSblIcqath/T5 
 1FN0toVkIh4Jm2+qsjS1eriZ6CD3vTdFWpEMea1h1qNVetEGWv9oSm/Qo51PMXHh 
 36GMojuoJhmBR1fMqoC0i6VTwpyQfPlUp+C1liVpzmewlQ3MHJYr/vrJE7/Q4EVg 
 3swDdMXDZiC+6/NhYmcktOvDEcrue4i7ZGOvAckUNsadm3ewJozXeI15yzVNAgMB 
 AAGjggOhMIIDnTAfBgNVHSMEGDAWgBR0hYDAZsffN97PvSk3qgMdvu3NFzAdBgNV 
 HQ4EFgQU8R3ti8/dxisdcCtnn4FemZWqLh4wLwYDVR0RBCgwJoISKi52ZWV2YW5l 
 dHdvcmsuY29tghB2ZWV2YW5ldHdvcmsuY29tMD4GA1UdIAQ3MDUwMwYGZ4EMAQIC 
 MCkwJwYIKwYBBQUHAgEWG2h0dHA6Ly93d3cuZGlnaWNlcnQuY29tL0NQUzAOBgNV 
 HQ8BAf8EBAMCBaAwHQYDVR0lBBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMCMIGfBgNV 
 HR8EgZcwgZQwSKBGoESGQmh0dHA6Ly9jcmwzLmRpZ2ljZXJ0LmNvbS9EaWdpQ2Vy 
 dEdsb2JhbEcyVExTUlNBU0hBMjU2MjAyMENBMS0xLmNybDBIoEagRIZCaHR0cDov 
 L2NybDQuZGlnaWNlcnQuY29tL0RpZ2lDZXJ0R2xvYmFsRzJUTFNSU0FTSEEyNTYy 
 MDIwQ0ExLTEuY3JsMIGHBggrBgEFBQcBAQR7MHkwJAYIKwYBBQUHMAGGGGh0dHA6 
 Ly9vY3NwLmRpZ2ljZXJ0LmNvbTBRBggrBgEFBQcwAoZFaHR0cDovL2NhY2VydHMu 
 ZGlnaWNlcnQuY29tL0RpZ2lDZXJ0R2xvYmFsRzJUTFNSU0FTSEEyNTYyMDIwQ0Ex 
 LTEuY3J0MAwGA1UdEwEB/wQCMAAwggF/BgorBgEEAdZ5AgQCBIIBbwSCAWsBaQB3 
 AExj3JjlnB2riPYeij3ero+rRKM3e1+blMP7oZz8wb4mAAABn4uBpycAAAQDAEgw 
 RgIhANvmv/DGXW7XqfMlKGHvO+lerA+Pj5aV16my43qMqAvYAiEAhD2WixJIlVZe 
 a6X9U2nKt7ONcyFjdTnmpd3FKOb46SQAdgDW1Y2p0BdT82pKoMdXSQKv68fcLNOM 
 2fdkyAyJGR6fAgAAAZ+Lgac8AAAEAwBHMEUCIQCOtWGR77ymA9Lm0SfookdK91w3 

https://knowledge.digicert.com/alerts/public-tls-certificates-199-day-validity
https://knowledge.digicert.com/alerts/public-tls-certificates-199-day-validity
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 JV/VN8mFO/xiZi7TWQIgUzptoClQdVOPZLIUDW4OZYTsivJWOE09lxYSAd/qfJQA 
 dgBEwr0M6RQOZKXJSgGTClqhuzWXDgDuERaJaCocRNe1ZgAAAZ+LgaddAAAEAwBH 
 MEUCICtYcTbHjAHhr4LFyZhqKlz+e+TJydWPaEMGotAZXMKTAiEAlv9QfUs9r51o 
 XuYIam5tTZXeaviIA+Lp/pZtoFjwNu0wDQYJKoZIhvcNAQELBQADggEBAJxfcyuB 
 au3mnKXc2Pag6ekn5npqgU0El01Ylx5Il4/c/BtD3Re9XTURoRP8AYcFsrLaohz+ 
 S3dDQHznVzrjc5YMvpi6t7x97aPRYVvC983Opnme0W0UO7wd+UkUomxhUV63GVb9 
 Sc/6Lkv8UXgYmvK7Lpdo1dGKRufAyLc2yc67No8oowNG1/2f2sVrrQFou8QRinap 
 NJN1vmqAULvVhc2Wh/73RDfuZasyG5G5e0z0zf0tVladc9wCczbuViAFQUbu5b1C 
 pkr8oC4oJsuhTqysJrfRebDkYyjF3vrGH0Ccaqt5uZJJtpU005i5AFoyj6vr/BFk 
 tJzMCEiaJMQcxps= 
 -----END CERTIFICATE----- 

Intermediate	CA	certificate	cert	

Install this CA certificate to ensure that the SSL certificate is fully trusted by the supported browsers and 
client computers. 

-----BEGIN CERTIFICATE----- 
 MIIEyDCCA7CgAwIBAgIQDPW9BitWAvR6uFAsI8zwZjANBgkqhkiG9w0BAQsFADBh 
 MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3 
 d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQDExdEaWdpQ2VydCBHbG9iYWwgUm9vdCBH 
 MjAeFw0yMTAzMzAwMDAwMDBaFw0zMTAzMjkyMzU5NTlaMFkxCzAJBgNVBAYTAlVT 
 MRUwEwYDVQQKEwxEaWdpQ2VydCBJbmMxMzAxBgNVBAMTKkRpZ2lDZXJ0IEdsb2Jh 
 bCBHMiBUTFMgUlNBIFNIQTI1NiAyMDIwIENBMTCCASIwDQYJKoZIhvcNAQEBBQAD 
 ggEPADCCAQoCggEBAMz3EGJPprtjb+2QUlbFbSd7ehJWivH0+dbn4Y+9lavyYEEV 
 cNsSAPonCrVXOFt9slGTcZUOakGUWzUb+nv6u8W+JDD+Vu/E832X4xT1FE3LpxDy 
 FuqrIvAxIhFhaZAmunjZlx/jfWardUSVc8is/+9dCopZQ+GssjoP80j812s3wWPc 
 3kbW20X+fSP9kOhRBx5Ro1/tSUZUfyyIxfQTnJcVPAPooTncaQwywa8WV0yUR0J8 
 osicfebUTVSvQpmowQTCd5zWSOTOEeAqgJnwQ3DPP3Zr0UxJqyRewg2C/Uaoq2yT 
 zGJSQnWS+Jr6Xl6ysGHlHx+5fwmY6D36g39HaaECAwEAAaOCAYIwggF+MBIGA1Ud 
 EwEB/wQIMAYBAf8CAQAwHQYDVR0OBBYEFHSFgMBmx9833s+9KTeqAx2+7c0XMB8G 
 A1UdIwQYMBaAFE4iVCAYlebjbuYP+vq5Eu0GF485MA4GA1UdDwEB/wQEAwIBhjAd 
 BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAwIwdgYIKwYBBQUHAQEEajBoMCQG 
 CCsGAQUFBzABhhhodHRwOi8vb2NzcC5kaWdpY2VydC5jb20wQAYIKwYBBQUHMAKG 
 NGh0dHA6Ly9jYWNlcnRzLmRpZ2ljZXJ0LmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RH 
 Mi5jcnQwQgYDVR0fBDswOTA3oDWgM4YxaHR0cDovL2NybDMuZGlnaWNlcnQuY29t 
 L0RpZ2lDZXJ0R2xvYmFsUm9vdEcyLmNybDA9BgNVHSAENjA0MAsGCWCGSAGG/WwC 
 ATAHBgVngQwBATAIBgZngQwBAgEwCAYGZ4EMAQICMAgGBmeBDAECAzANBgkqhkiG 
 9w0BAQsFAAOCAQEAkPFwyyiXaZd8dP3A+iZ7U6utzWX9upwGnIrXWkOH7U1MVl+t 
 wcW1BSAuWdH/SvWgKtiwla3JLko716f2b4gp/DA/JIS7w7d7kwcsr4drdjPtAFVS 
 slme5LnQ89/nD/7d+MS5EHKBCQRfz5eeLjJ1js+aWNJXMX43AYGyZm0pGrFmCW3R 
 bpD0ufovARTFXFZkAdl9h6g4U5+LXUZtXMYnhIHUfoyMo5tS58aI7Dd8KvvwVVo4 
 chDYABPPTHPbqjc1qCmBaZx2vN4Ye5DUys/vZwP9BFohFrH/6j/f3IL16/RZkiMN 
 JCqVJUzKoZHm1Lesh3Sz8W2jmdv51b2EQJ8HmA== 
 -----END CERTIFICATE----- 

View	or	download	the	updated	certificates	

After the certificates are updated, they can be viewed and downloaded by running the following 
command: 

openssl s_client -connect login.veevanetwork.com:443 -showcerts 
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API	

VERSION	UPDATE	FOR	26R2.0	
26R2 

The Network API is updated to v40.0.  

The Network API version is updated for every major release. Any additional changes are documented in 
this section of the Release Notes. 

As with all version updates, Integration Users should continue to use v39.0 until there is a change for 
v40.0 that they want to apply. 

For more information about the Network API, see the Veeva Network API Reference at 
http://developer.veevanetwork.com. 

VERSION	UPDATE	FOR	26R1.1	
26R1.1 

The Network API is updated to v39.0.  

The Network API version is updated in this release to support the Master data disclaimer feature.  

As with all version updates, Integration Users should continue to use v38.0 until there is a change for 
v39.0 that they want to apply. 

RESTRICT	ACCESS	TO	AUTHORIZED	SYSTEMS	
26R1.1 

The Change Request Search and Retrieve APIs now enforce the system access restrictions in your user 
profile, automatically limiting results to DCRs from your authorized systems. Previously, the Change 
Request API returned all DCRs.  

 

This enhancement is enabled by default in your Network MDM instance.  
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Access	to	systems	

Administrators can define the systems that users have API access to in each user profile.  

1. In the Additional Permissions section, choose Selected Systems Only for the API Access setting.  
2. In the field, add the systems.  

When an API request is made to search or retrieve third-party master DCRs, the DCRs will be filtered by 
the list of authorized systems in the user's profile. If the user's permission is set to All Systems, the 
API will continue to return all DCRs.  




