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About these Release Notes

These Release Notes describe all features that will be included in Veeva Network MDM 26R2.0.

RELEASE DATES

¢ Sandbox release (version 26R2.0) - Friday, August 7
o Production release (version 26R2.0.1) - Friday, August 21

SUBSCRIBE TO RELEASE NOTIFICATIONS

You can receive email notifications about upcoming software releases and the supporting
documentation.

Software releases and maintenance

e \eeva Trust Site

At the top of the page, click Subscribe to Veeva Trust Site and subscribe to the Veeva Network
MDM component.

Release Notes and Data Governance documents
The documents are posted in the following locations:

e Veeva Connect - Join the Network MDM Community.

To be notified as soon as the Release Notes are posted, go to your Veeva Connect profile and click
Settings. On the Email Frequency page, expand the list and choose Immediate. Other notification
options are Daily and Weekly.

e Veeva Network MDM Online Help

For more release information, see About Network MDM Releases in the Veeva Network MDM Online
Help.

Browser requirements

Veeva Network MDM is supported on the latest version of these browsers, as of their most stable
version at the time of release:

e Google Chrome™
e Apple® Safari®
e Microsoft® Edge

Veeva Network MDM is not supported on mobile devices.


https://docs-vdm.veevanetwork.com/Content/PDFs/Release_notes.htm
https://docs-vdm.veevanetwork.com/Content/Network_topics/Overview_topics/About_Network_Releases.htm
https://veevaconnect.com/communities/ANwFL3CJAAA/about
https://trust.veeva.com/
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Release Note updates

The following updates have been made since the Early Release Notes were published (July 24, 2026).

Added
The following update is added for the release:
e Match —The Veeva ID and OneKey ID fields are now supported in match configurations.

e Security - To protect your data, legacy Transport Layer Security (TLS) ciphers are removed from
publicly accessible Network FTP servers.

Removed
The following feature was removed:

e Event Streams - Use this new integration pattern to immediately notify downstream systems
about time and business critical updates.

All material in the Release Notes should be reviewed to ensure that updates to existing topics are noted.

What's new

The following key enhancements comprise the Veeva Network MDM 26R2.0 major release.

ST DS DM AD

Announcement
New fields enabled To support enhancements in version 26R2.0
by default 26R2.0, several new fields will be
added and enabled by default in all
Network MDM instances.
General
Map updates Style updates have been made to maps 26R2.0
on record profiles to align with search
and geocoding changes.
Product name The user interface is now rebranded 26R1.1

with the Network MDM product name.

Hierarchy Explorer widget

Access from HCP When the Hierarchy Explorer widget is  26R2.0
accounts in Vault embedded in Vault CRM, end users can
CRM now access the widget directly from an
HCP account.
Export to Excel Administrators can disable the option to 26R1.1
export hierarchies to a Microsoft Excel
file.
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Data Change Requests

Master data
disclaimer

Search

Improved phonetic
search

Profiles

Profile Inspector

Parent Affiliation
improvements

Users must confirm that DCR updates
for mastered records do not come from
external data sources.

Search behavior has been expanded to
support a broader range of alternate
spellings and phonetic name variations.

The Profile Inspector is a tool that you
can use to see all of a record’s fields,
including fields not on the profile, on a
single, easy-to-search screen.

The Parent Affiliation section is
updated to include pagination.

OpenData 2.0 data model

License support

Identifiers

The data model is extended to support
the License object which includes the
Identifier component.

Identifier data (for example, NPI
numbers and VAT IDs) is now stored as
a License component rather than fixed
fields, allowing you to assign multiple
ID types to a single record to support
complex business scenarios.

IQVIA® OneKey data

Process
IQVIA reference data

Unmerge records

Integration
Dashboard

Data Model

New fields for
unmerged records

Cluster management

10

IQVIA custom reference field value lists
in Network MDM are updated with the
latest reference data provided by
IQVIA.

Network MDM can now unmerge
OneKey records during the source
subscription job.

The IQVIA OneKey system is included
in the dashboard.

To help users more easily track record
unmerges, new fields are added to
unmerged records so its history can be
viewed directly on the record.

Updated codes are available for Spain
and the UK.

26R1.1

26R2.0

26R2.0

26R2.0

26R2.0

26R2.0

26R1.1

26R1.1

26R1.1

26R2.0

26R1.1

ST

DS DM AD
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ST DS DM AD
Match

1D fields The Veeva ID and OneKey ID fields are 26R2.0
now supported in match configurations.

OpenData Subscriptions

Advanced filters Administrators can define advanced 26R2.0
filters using SQL queries to specify
additional records to download in
country subscriptions.

Updates for field Subscription settings are updated with  26R2.0
management clearer field labels making it easier for

Data Managers to understand and

select which fields are managed by

OpenData.

Enhanced job details The Job Result Summary now 26R2.0
includes a new column that displays the
total count of processed records.

Primary CDA address Administrators can configure the 26R1.1
field Primary CDA field to be OpenData-
managed in country subscriptions.

Subscriptions

Track countries Data managers can see the countries 26R2.0
impacted by jobs.

Source Subscriptions

Reference data Administrators can configure 26R1.1
issues subscriptions to update records even

though reference data issues are

identified.

Integrations

Vault CRM A new Vault CRM credential supports 26R2.0
the Network System User that is now
provisioned in each Vault CRM instance.

Security
Dynamic user Administrators can now use their SSO 26R2.0
provisioning for provider groups and countries to

single sign-on (SSO) automatically set up new users with the
right access and settings the first time
they log in.

TLS ciphers To protect your data, legacy ciphers will 26R2.0
be removed from publicly accessible
Network FTP servers.

SSL certificate Customers who explicitly download and 26R2.0
updates install certificates must update the
certificate for veevanetwork.com.

11
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API

Version update - The Network MDM API is updated to
26R2 v40.0.

Version update - The Network MDM API was updated to
26R1.1 v39.0.

Restrict access to The Change Request Search and

authorized systems Retrieve APIs now enforce the system

access restrictions in your user profile.

ST DS DM AD

26R2.0 Developers
26R1.1 Developers
26R1.1

Note: The System and Data Admin user has all of the capabilities of the System Administrator and Data
Steward users. Features and enhancements that apply to those users also apply to the System and Data

Admin user.

Data Governance - Specific updates for fields and reference data are provided in the Veeva Network
MDM Data Governance release notes for every minor and major Network release.

12
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Announcements

NEW FIELDS ENABLED BY DEFAULT

To support enhancements in version 26R2.0, four new fields will be added and enabled by default.

Fields that are enabled by default can impact your current configurations. Evaluate any potential impact
before 26R2.0 is released to your Sandbox and Production Network MDM instance.

Fields for unmerged records

The following system fields have been added to HCO, HCP and custom main objects to provide

additional details on unmerged records.

Field Name Label
record_unmerged_date__ v Unmerged Date
record_unmerged_from_vid__v Unmerged from

Network ID

record_unmerged_original_vids__v Unmerged Original
Record Network IDs

Supported countries

e All countries

Description

Date when the record was
unmerged.

Network ID of record that this
record was unmerged from

The Network IDs of the records
that existed before they were
merged. It confirms which original
record's data is now being restored
into the new record.

Field details

Managed by OpenData? Yes

Enabled by default? Yes, for all Network MDM instances.

Immediate data impact? Yes

Profile layouts The fields will be added to standard layouts. They must be

added to custom profile layouts.

For information about the enhancement, see the New fields for unmerged records topic.

13
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New field for OpenData 2.0

Support for License sub-objects is being added in this release. Licenses now also include a separate
component for Identifier data (for example, NPl numbers in the US and Tax IDs in Europe).

A new field will be added to the License object and enabled by default to define a License record as
either a "License" or an "ldentifier".

Field Name Field Label Field Type Description

object_cat_type__v  Object Category Reference Type This is an important field that
Type determines if the record is a License or
an Identifier.

Possible values: LICENSE, ID or no
value (for existing Licenses).

The default value for new records is

LICENSE.
Supported countries
All countries/regions except the following:
e Belarus e Madagascar
e Burkina Faso o  Mali
e China e Sierra Leone
e Ethiopia e Russia
e Hong Kong e Tajikistan
e lraq e Turkmenistan
e Japan o Uzbekistan
e Macao e 77 (All Other Countries)
Field details
Managed by OpenData? Yes
Enabled by default? Yes, for all Network MDM instances.
Immediate data impact? Yes
Profile layouts The field will be added to the GlobalStandard layout for HCPs and

HCOs. It must be added to custom profile layouts.
No impact or action required to custom layouts if you do not use
the OpenData 2.0 data model or the Identifier for Licenses.

For information about the enhancement, see the OpenData 2.0 data model topic.

14
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Considerations for existing Network MDM instances.
When fields are enabled by default, it can impact target exports and reporting.

o Target Exports - New fields will automatically be included in target subscriptions configured to
export all objects and fields.

e Reporting — Queries or saved reports using SELECT * will return different results.
Action required to prepare for these fields

Before the fields are added in this release, the following tasks should be considered:

e Audit Downstream Systems - Identify target exports that pull "all fields" and either update
downstream systems to accept the new data or limit the subscription to specific fields only.

o Review Custom Reports - Update any SELECT * reporting queries to use explicit field names
instead, if those reports don't require these fields.

e Plan Configuration Updates - Add tasks to your 26R2.0 release checklist to update custom profile
layouts if you plan to use this data.

15
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General

MaAprs

Maps across all Network MDM features have been updated with subtle design refreshes and changes
for geocoded addresses.

These enhancements are enabled by default.
Maps are available in the following features:

o Network Search

e Profile page

e Network Explorer
e Admin Homepage

Users will notice the following changes:

e Style - Minor changes in visual styling to the map interface.

% David Bautista

» Addresses (1 active)

113 Holand Ave Albany NY 12208.3410
FS3e0e08

L

e Geocoding - Addresses without latitude and longitude coordinates will not display on maps.

If an address cannot be mapped, the following message displays: Map coordinates are
missing for <record name>.

16
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PRODUCT NAME

Veeva Network is now Veeva Network MDM. This new name highlights its power as a multi-domain
master data management platform and customer master application that can be used with any
reference data provider.

The rebranded product name now displays in the Network MDM user interface.

Network MDM

HOME INBOX MYREQUESTS ADHOCMATCH REPORTS v  NETWORK EXPLORER

Welcome to Network MDM, Linda! CRefresh @ Manage Dashboard
DATA EXPLORER Click om oach country 10 see the number of loaded records (v BN+ BN | AP SEARCHES IN THE LAST WEEK
vabae
c o

Grosalang

This enhancement is enabled by default.
Updates
The updates are made to logos and labels in the Network MDM user interface.

The rebranded product name does not impact your instance names, feature configurations, or
reporting.

17
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Hierarchy Explorer widget

Hierarchy Explorer is a Network widget that you can use to see all levels of an HCO's structure, making it
easy to visualize their hierarchy and find new targets.

To enable Hierarchy Explorer in your Network MDM instance, contact Veeva Support.

The following enhancement has been added for the Hierarchy Explorer widget in this release.

ACCESS FROM HCP ACCOUNTS IN VAULT CRM

When the Hierarchy Explorer widget is embedded in Vault CRM, end users can now access the widget
directly from an HCP account. Previously, Hierarchy Explorer could be accessed from HCO accounts.

AR Mierarchies

e Summary View Direct Parents

Peter Parkor

Mghilght Relstonstips

o o ¢
-

re~tatan n & G show telatiorahip Types B Show Additional Data @ Tase Scres

This enhancement is available by default if the widget is embedded in Vault CRM. For details, see the
Network Hierarchy Explorer topic in the Vault CRM Online Help.

18
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Widget access

Vault CRM users can access the widget when they are logged in using their Vault credentials. On an HCP
Account page, click More Actions and select Network Hierarchy Explorer.

The HCP's hierarchy opens so users can immediately explore it. Users can also submit data change
requests through the widget.

For information about configuring the widget for Vault CRM, see Embed Hierarchy Explorer in Vault CRM
in the Veeva Network MIDM Online Help.

EXPORTING HIERARCHIES

The option to export the hierarchy to a Microsoft Excel file is available from the Child HCPs, Child
HCOs, and custom tabs. For compliance, it might be necessary to prevent users from exporting HCP and
HCO details from the widget. Administrators can now configure the widget to hide the Export to Excel
option from the Actions menu on these tabs.

This can be applied to Hierarchy Explorer embedded in Vault CRM.

== Mayo Clinic
finp #crm | #healthsystem  #IDN  #addiction  #hospice

200 1st St SW Ste SI123 Rochester MN 55905-5000

All Hierarchies Oncology Hierarchy Y Apply Filter

B & Summary View 1 Child HCOs ( Direct 54| Total 65) G) Hospitals (25) m

) Health Care Organization Level [ AddChildHCO
) Level 1 + Add Tab >
> Albert Lea Medical Center Mayo Health b ]
System & |Actions~ [® Exportto Excel
y Jiction #hosp #hospita #np
404 W Fountain St Albert Lea MN 56007-2437

This enhancement is available by default in your Hierarchy Explorer configuration. The Export to Excel
option displays by default for widgets.

Hide Export to Excel

1. Open a Hierarchy Explorer widget configuration (Widgets & Portal > Network Widgets).
2. Inthe General Settings section, a new heading, Export to Excel Settings displays.
3. Clear the Display Export to Excel option setting. It is enabled by default.
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SUMMARY VIEW SETTINGS

Define how Summary View tab displays in your widget.

[] Set the Summary View tab as the first tab in Hierarchy Explorer

[ ] Display relationship types in Summary View by default

EXPORT TO EXCEL SETTINGS

Enable this option to allow users to export records from the Hierarchy Explorer to Excel.

Display Export to Excel option

4. Save your changes.
Existing property

Previously, the Export to Excel option could be hidden using a widget property in your internal
application or through a setting in the Network Portal.

If you are already using the property in your widget code (hide-export-button="true") or the
setting in the Network Portal, the Export to Excel option will not display in the widget.
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Data change requests

MASTER DATA DISCLAIMER

For compliance, you must now confirm that the new information you are submitting in a data change
request was not sourced from another master data provider. This ensures that data that you license
from another provider is not shared with another master provider.

The following message displays when you submit a change to a mastered field on a mastered record.

Disclaimer

I confirm that the information I am submitting is based on my personal
observations, research or Iinteractions with an HCP/HCO, and is not based on
any information my company licensed from another data provider.

This enhancement is enabled by default in your Network MDM instance.
Impacted records
The confirmation applies to records owned by the following master data providers:

e Veeva OpenData
e |QVIA® OneKey
e Other third-party data providers

Required confirmations

The disclaimer displays only when you submit a change to a mastered field that is routed to a master
data provider.

Record Owner DCR Fields Confirmation Required?

OpenData OpenData Yes

OpenData OpenData and Customer Yes

OpenData Customer No

Third Party Third Party Yes

Third Party Third Party and Customer Yes

Third Party Customer No

Locally managed Customer No
Supported DCRs

e Add Requests
e Change requests
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Confirming the DCR data

When you submit a change on a mastered record, the confirmation displays when you apply the change.
You must confirm when you submit an add or change request through the following methods:

e Profile page
o Network widgets (Search, Profile, Hierarchy Explorer)

Example DCR submitted from the Profile page

On the Profile page, the confirmation displays on the Apply Change Request dialog.

Apply Change Request

You have made a change to OpenData data, Veeva data stewards will review this change as soon as possible

Notes

Attachments &

You are about to upload an attachment to support a Data Change Request. By uploading, you confirm that the
attachment contains HCO/ HCP contact detalls that you collected from publicly avallable or accessible sources
only image file types will be accepted. Images shall no a eople or any offensive ent

Attach up to 3 photos to your change request. File size limit: OMB pe e

Browse Files

Disclaimer *

| confirm that the information | am submitting Is based on my personal observations, research, or
-

interactions with an HCP/HCO, and is not based on any information m: ensed from another

company

Yy
data provider

Cancel

Select the checkbox to confirm that the data did not originate from another data source. The Apply
button is not active until the confirmation is applied.

Send to OpenData

Local data stewards must confirm that they are not including third-party data when they send a record
to OpenData to start mastering.

The Send to OpenData button is not active until the confirmation is applied.

22



Vv Veeva Network MDM 26R2.0.1 Release Notes

Confirm Send to OpenData x

Requestor Notes

Please provide additional information to assist in approval process for the request.

Attachments

You are about to upload an attachment to support a Data Change Request. By uploading, you confirm that the attachment
contains HCO/HCP contact details that you collected from publicly available or accessible sources.

Only image file types will be accepted. Images shall not contain people or any offensive content.
Attach up to 3 photos to your change request. File size limit: 20MB per file

Browse Files

Disclaimer *

You are attempting to send data to Veeva as part of an add request, and this data will become an OpenData record once
validated.

| confirm that the information | am submitting is based on my personal observations, research, or interactions with an
HCP/HCO, and is not based on any information my company licensed from another data provider.

Cancel Send to OpenData

Change Request API updates
The Change Request APl contains a new parameter to identify the master data confirmation:
e source_verified

Integration users should submit DCRs with the source_verified parameter to confirm that data in the
DCR is not from another data provider.

Supported values

Value Outcome

true The DCR is routed to the appropriate master to be processed.

Note: If the source_verified value is not defined, the DCR outcome is the same as
true. However, it will not be logged in the Task Audit Log because there is no value.

false The DCR on existing master managed fields are auto-rejected.

If Review Rejections is on (Workflow Settings), a new add request or new sub-object
is routed to local data stewards.
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API version

The source_verified parameter is supported for Network APl version 39.0. If the parameter is used in
earlier APl versions, it is ignored.

Example request

POST https://my.veevanetwork/api/v39.0/change request/search?source verified=true

Example response

"change request id": "949198485141127199",

"status v": "CHANGE PENDINGREVIEW",
"result v": null,
"entity type": "HCP",

"vid key": null,
"vid v": null,

"metadata": {
"creator": "crmuser@verteo.veevanetwork.com",
"note": "John Smith is a new doctor at Memorial Hospital",
"source": "Veeva CRM",

"system": null
s

"resolution notes": null,
"entity": {
"object id": "949198485140668447",
"object name": "HCP",
"first name v": {
"change requested": "John",

"final value": null,
"result": null
by
"last name v": {
"change requested": "Smith",
"final value": null,
"result": null
by
"primary country v'": {
"change requested": "US",
"final value": null,
"result": null
}
b
"source verified": "true", "created date": "2026-06-
26T10:51:51.000-04:00",
"completed date": null,
"taskCountry": "US",
"task type": "ADD REQUEST",
"original task type": "ADD REQUEST",
"parent task ids": [],
"reserved vid": null

The Search Change Request and Retrieve Change Request responses contain the source_verified value if
the parameter was submitted in the DCR.
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Administrators can track the master data confirmation responses using the Task Audit History (Logs).

A new Action Type is created to identify the response for all DCRs.

ActionType Message
RouteToLocal Source not verified. Route to local stewardship.
Example
Task Audit History
Date ramge To
2260526 |8 20260527 £ Reset
Choose time period -
Showing events for 2026-05-26 to 2026-05-27
o TASK © ACTION DATE ACTION TYPE  USER NAME RELATED ITEMS
e e A ; "y |a DCR ID: 949022547 123693551
2z S40022547123890551 20260526 14:08:31 IST IncrementDekald  System Emty ID: 243230539576771592
AP RAT 15AROORA ’ 2% 24-08-1 > > DCR 1D: S490225471235893551
z S4O0Z2547123890551 20260526 14:08:31 IST Servicelog System Emty 1D; 243230539576771592
22 S40022547123899551 2026.05.26 14:08:30 IST Route Tolocal System Souce not verfled. Route 2 ocal stewardaniy
20 40022547123899551  2026-05.26 14:08:30 IST Servicelog Systom OCR I): $40022647123800881

Enity 1D: 243230539576771582

Export

MESSAGE
Incremented della i of entity 2432
Auto rejecied by Network Sysiem.
Socurce not verfied. Route %0 local ..

&

Auto rejecied by Network Sysiem.
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Search

IMPROVED PHONETIC SEARCH

Search behavior has been expanded to support a broader range of alternate spellings and phonetic
name variations, delivering even more relevant search results.

Examples

The enhanced search behavior provides results that more closely match the search term.

Search Previous Results
Term

Radika  Reddick, Rudick, Redhawk

Sortby Relevance v

Search results for: Radika

Didn't find what you were looking for? Try Advanced Search.

O~

O BS Ana Reddick  View Data »

#dental
Health Care Professional

Dentistry
15 Paddington Dr Foley AL 36535-2399
Specialty 1: Dentistry

O B Mari Rudick ViewData
#npi  #vision
Health Care Professional

Optometry
4 Grand Ave Brighton MI 48116-1551
Specialty 1: Optometry

O B Joy Connor ViewData »
#npi  #vision
Health Care Professional

Optometry

385 Tremont Ave East Orange NJ 07018-1023
Specialty 1: Optometry

Middle Name: James

Parent Affiliation: Redhawk Vision Center
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Radhika

New Results

Sortby Relevance v

Search results for: Radika

Didn't find what you were looking for? Try Advanced Search.

O«

]

BE Radhika Pal ViewData «

#derm | #midLevel #npi | #nurse @ #primarycare
Health Care Professional

Dermatology, Family Medicine (Formerly FP)
1680 Route 23 Ste 120 Wayne NJ 07470-7520
Specialty 1: Dermatology

gl Doctor Radhika Rana View Data »

#dr  #pathology #specialist  #srdr
Health Care Professional

Anatomic Pathology
Beckett Street Leeds LS9 7TF Leeds
Specialty 1: Anatomic Pathology

£I& Doctor Radhika Dounell View Data «

#dr #Honcology #specialist | #srdr
Health Care Professional

Radiation Oncology
Sandford Road Cheltenham GL53 7AN Gloucestershire
Specialty 1: Radiation Oncology
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Search Previous Results New Results
Term
Norany  Results may not be returned. Norlan, Nurani, Noland, Noorani
Sortby Relevance v Sortby Relevance v

Search results for: norany Search results for: Norany

Didn't find what you were looking for? Try Advanced Search

0 Didn't find what you were looking for? Try Advanced Search.

Dv

No Resuits
O B |sla Norian View Data

#md #npi  #physician #psych
Displaying 0 to 0 of 0
Health Care Professional
Psychiatry
790 Fuller Ave NE Grand Rapids MI 49503-1918
Specialty 1: Psychiatry

O £l Doctor Nurani Sivaram View Data »

#dr #gastro  #primarycare #specialist  #srdr
Health Care Professional

Gastroenterology, Internal Medicine
Elland Lane Elland HX5 9EB Calderdale
Specialty 1: Gastroenterology

O B Shea Noland View Data »

#md | #npi #orthosurg #physician  #plasticsurg
Health Care Professional

Plastic Surgery, Hand Surgery
5777 E Mayo Blvd Phoenix AZ 85054-4502
Specialty 1: Plastic Surgery

O Fama Noorani View Data »

#md  #npi #physician | #psych

Health Care Professional

Psychiatry

2120 L St NW Ste 600 Washington DC 20037-1540
Specialty 1: Psychiatry

O Ross Noland ViewData »

#nurse
Health Care Professional

This enhancement is enabled by default.
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Profiles

PROFILE INSPECTOR

26R2

The Profile Inspector is a tool that you can use to see all of a record’s fields, including fields not on the
profile, on a single, easy-to-search screen. Data Stewards can use the view to quickly find fields without
digging into the different sections on the Profile page.

Network MDM

HONE  INBOX MY REQUESTS  ADMOCMATCH  REPORTS v NETWORK EXPLOAER  DATAUPOATER  FLEEXPLOAER  NETWORK BUSINESS PORTAL

Rucart > Roswel Park Compratmnaim Cusoer Cantir Vilidate  Profkelapector DFedRevisiens © 2 B ERTLEE
*= Roswel p— x

faddicton Shol M To Addemes (7

B6s
aa

Organizy
Urkromnhio resporee (U)
Yo' True (Y)
Profie Details
NoTaise (N
2110
. 1523897
« Primary |
NoTaise (N
Reswal Park Comg oerd e -
City (COA) |0ty _ca_v) Balelo
ICO
Posws P
154 D=t
—T
o Communicason (comm set )
242976831 3564531 porete Narre Reswet Purs Corpranersve Cascer Conier
Explorer
' or O . ' FO4-12-17 113858
Organtzanon, CMS B2 71 6228 AB0T
Al {  Ensty Type jertty hpe Vi metedets Hedth Care Ovpantzason (HCO)

tase

This feature is enabled by default for your Network MDM instance.

Supported users

e Data Stewards

e Data Managers

e System Administrators

e System and Data Admins

Supported records

e Type - HCPs, HCO, custom objects
e Ownership - Locally managed, Veeva-managed, and third-party managed records.

Profile Inspector can also be used on records not yet downloaded from OpenData.
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Display on profiles

The Profile Inspector button does not display by default on record profiles. Users can choose to display
the button.

e Expand the More Options menu and toggle the Show Profile Inspector option to On. Your
preference is remembered the next time you visit a record profile.

Validate = Profile Inspector 'O Field Revisions | & ‘ P Notes (¢ Edit Profile

Show Profile Inspector ©

Show empty fields ©
2125

521

Coll I ti
ollapse all page sections 9438

View Profile Layout (%'

Help with this page (7'

Using Profile Inspector
On any record, click Profile Inspector to open the tool.
Available fields

Profile Inspector includes all fields and values for that record, including fields that do not display on the
Profile page.

A Metadata tag is added beside fields that are not part of the data model but are added to help users
understand the record; for example, the corporate name v field is added to parentHCO records.

o Display order - The fields display in alphabetical order.

o Field color - The color indicates field management if you have the Field Ownership option
selected (More Options menu).

o Multivalued fields - Fields with multiple values display as comma-separated lists.

e Copy - A Copy icon displays beside each field.
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Sections

Separate sections display for sub-objects. Click the section name, for example Addresses or
ParentHCOs, to jump to that section in the tool.

Each section can be expanded or collapsed.

f
|
Jump To 4y ar | 2
|
Set of Parent HCOs (parent_hcos__v)
n
Candidate Record (candidate_record__ V) false
metadata
Corporate Name (corporate_name__v) metadata Kaleida Health Admin
|
2024-12-17 11:39:58
No/False (N)
946050708325408879
Healh Care Organization (HCO)
Entity Type of the related object (related_entity ty Healh Care Organization (HCO)
pe__v) metadata
false
Full Address (formatied_address_ v) metadata 100 High St Buffalo NY 14203-1126
HCO Type (hco_type__v) metadata Organization, Admin Only (4:11)
Operating/Ownership Hierarchy (HCO_HCO)
| A 2024-12-17 11:50:48
Search for fields

Use the Search bar to quickly find specific data points, for example, field labels and names, reference
labels and values.

If you filter the record for a specific search term, your preference is remembered the next time you
open Profile Inspector on any record.
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Example

Search for "primary" to see all fields on the record that are set to primary.

[

[ primary I |
JumpTo: Addmsesa (7)  Communications Su&-O0iects (3) Cusiom Keys(4) Ucenses(3) PamntHCOs (3)

Primary Country {primary_courtry__v) United States (US)

Primary Specialty Group (primary_specialy_group__v) Anesthesiclogy (G-AN)

Set of Addresses (acdresses  v) /
Record: 243372145385106824 ~ 555 Knowles Dr Los Gatos Calfornia 985002-1549 (@

Primary (CDA) (primary_cda_ V) Yea/True (Y)
primary address (primary_address ) Yea/True (Y)

Primary Zip/Postal Code (postal_code_primary 95062
v

Record: 243372145385106819 ~ 5683 Perugla Cir San Jose CA 85138-2238 (8

Primary Zip/Postal Code (postal_code _primary 86138
vy

Record: 926944441110390408 ~ John G Kelley Md Perugia Cir MSC 5593 San Jose CA 95150-5583 (B

Primary Zip/Postal Code (postal_code_primary__ 961580
vi

Record: 245372145395106826 ~ 815 Pollard Rd Los Galos CA 950321438 (B

Primary Zip/Postal Code (postal_code_primary 95062
v

Record: 243372145395106820 ~ 20100 Lake Chabot Ad Castro Valley CA 845465305 (8

Primary Zip/Postal Code (postal_code primary  B4546
v

Record: 243372145395106832 ~ 1655 Magnolia Blossom Ln San Jose CA 961246421 (8

- N Y ast . —
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PARENT HCO ENHANCEMENTS

26R2

To help you find affiliations faster on records with high volumes of parent HCOs, the Parent Affiliation
section is enhanced. You can now navigate large lists effortlessly using pagination or quickly locate
affiliations using specific keywords. For example, search for the Network ID of a hospital to find it in any
affiliation card on the record.

v Parent Affiliations (13 Active | 1 Inactive)

Q, Search Parent Affiliations All Statuses Selected X w Reset Filters
Cardiac Testing LTD (3 @
#cardio
FI Galleria 2900 W Oklahoma Ave # 4th Milwaukee WI 53215-47 Under Review

HCO TYPE Organization, Group at Hospital
RELATIONSHIP TYPE Business Partner/Affiliate
CLASS OF WORK

NETWORK ID 949141565476963937

Gem Diagnostic Testing (£ @
#groupPractice | #podiatry
755 E 49th St Ste 10 Hialeah FL 33013-1906 Under Review

HCO TYPE Organization, Group Practice
RELATIONSHIP TYPE Admitting Privileges
CLASS OF WORK

NETWORK ID 949141565476963936

Mt Sinai Cornea External Disease Refractive Surg (2
#groupPractice | #vision

13527 38th Ave Ste 398 Flushing NY 11354-4448

HCO TYPE Organization, Group Practice

RELATIONSHIP TYPE Affiliation

CLASS OF WORK

NETWORK ID 806812069490955272

New York Eye And Ear Infirmary Of Mount Sinai (£
#npi | #hospital | #medicare | #vision

310 E 14th St New York NY 10003-4201

HCO TYPE Organization, CMS Teaching Hospital
RELATIONSHIP TYPE CMS Facility Claims

CLASS OF WORK

NETWORK ID 929652465805428649

New York Eye And Ear Infirmary Of Mount Sinai (£
#vision

South Bldg 310 E 14th St Ste 219 New York NY 10003-4284
HCO TYPE Optical Center

RELATIONSHIP TYPE Affiliation

CLASS OF WORK

NETWORK ID 776777300023809031

Displaying 1 to 5 of 14 Show 5 ~ 1 of3 >
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This enhancement is enabled by default.

Key details

Detail

Limit of records

Default number of records
per page

Page display order

Available actions

Explanation

A maximum of 500 affiliations can display for each record.

This is an existing limit that has not changed with this
enhancement.

Five records display by default.

Use the Show option to change your preference to display 10
records.

Your preference will be remembered the next time you visit a
record profile.

Affiliations are listed in the following order:
e Primary affiliations
e Active affiliations listed in alphabetical order
e Inactive affiliations listed in alphabetical order.
When new affiliations are added on the Profile page, they are

added to the bottom of the active affiliations. If it is marked as a
primary record, it will display at the top of the list.

e Search - Use the Search bar to find an affiliation on any page in the section.
o Filter - Use the Status filter to display All Statuses, Active, or Inactive affiliations.

The filter is remembered as you visit other records or return to the Profile page.

« Parent Affiliations (13 Active | 1 Inactive)

Q ¢ h Parent Aff

Cardiac Testing LTD [2

#carcio

FI Galleria 2900 W Oklahoma Ave # 4th
HCO TYPE Organization, Group at Hospi Active
RELATIONSHIP TYPE Business Partner/A =

ASS OF WORK

All Statuses Selected X o Reset Filters

rch

Select All Select None

b4 Inactive

NETWORK 1D 949141565476963937
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OpenData 2.0 data model

The OpenData 2.0 data model was released in June 2026. It supported the HCO, HCP, Address, and
Parent HCO objects.

The following enhancements have been added in this release.

LICENSE SUPPORT

The OpenData 2.0 data model now supports the License sub-object. In addition, the Licenses can now
manage and store multiple IDs from the same issuer using the new dedicated Identifier category.
Identifiers are IDs like HIN, NPI, and Tax IDs.

== Maricopa Integrated Health Systems & | P Notes [NESTEIVIE
#crm | #healthsystem | #npi +1 602-344-1218

2601 E Roosevelt St Phoenix AZ 85008-4973

Organization, Health System, Unspecified specialty 242976947796182017

Profile Details Calls

w |dentifiers (3 active)

Q Reset Filters =+ New Identifier
ISSUER NAME LICENSE/ID NUMBER IDENTIFIER PRIO... LICENSE STAT... NETWORK ID
NPI 1987654321 Primary Active 949308703663785568
NPI 1376643124 Secondary Active 949345662357538400 20
HIN 1234567A0 Primary Active 949341341972760159

Displaying 1to 3 of 3 Show 10 = 1 of 1

The OpenData 2.0 data model, including License support, is enabled by default for new customers.
Existing customers can enable the fields for the OpenData 2.0 data model.

Enable License fields for OpenData 2.0

Administrators can enable the fields for their Network MDM instance. The method depends on whether
the OpenData 2.0 data model is currently enabled.

OpenData 2.0 not yet enabled

If you have not yet enabled the OpenData 2.0 data model for your Network MDM instance, enabling it
will enable all OpenData 2.0 fields for HCPs, HCOs, Addresses, ParentHCOs, and Licenses (including fields
for Identifiers).

1. Inthe Admin console, click Settings > General Settings.

2. Inthe Common Data Architecture (CDA) and OpenData 2.0 Data Model section, select Enable
OpenData 2.0 Data Model.

34



\V4 Veeva Network MDM 26R2.0.1 Release Notes

COMMON DATAARCHITECTURE (CDA) DATA MODEL AND OPENDATA 2.0 DATA MODEL

Enable Calculations for CDA and OpenData 2.0 o Enable CDA Data Model

Enable OpenData 2.0 Data Model ©

Enable OpenData Identifier Sync °

3. Save your changes.
OpenData 2.0 data model is already enabled

If you are already using OpenData 2.0, enable the individual License fields.

1. Inthe Admin console, click Data Model > Data Domains > Customer Master > Licenses.

2. Inthe Fields section, expand the Data Schema filter and select OpenData 2.0.

All OpenData 2.0 fields display.

w

For any disabled fields, toggle the Status icon to Enabled.
4. Save your changes.

Data Domains » Customer Master » Liconss
License
SUB-OBJECT
On this page:  Object Datalls - Fislds - Labels - Man Objects * Source Survivorship Rules « Object loor
v Flelds
Al countres - Al Nedds - Al types A OpenData 2.0 (30)

Reset Fikers

NAWE LABEL wee REFERENCE TYPE DATA MODEL SCHEMAS
address_vid__v Address Network 1D Network 1D
best_state_license__v Best Stale Ucense? Checkbox BoolearReference . . '

Colisborative Agreement

coliab_agree_required__v Required

Refererce Type ColabAgree
Comprehensive Prescriptve

comprehensive_prescriptive_autho v
- - v = Authority

Comprehensive Sample

comprehensive_sample_eligibiity v Elgitity

Refererce Type ComplicanseEigilty enDa

country_cda__v Country (CDA) Refarerce Type AcdressCountryCDA

Receive License and Identifier data from OpenData

Reference Type ComplicenseElgilty f enData 2

Cancal

+ Aod Fisld

Show disabied felds

FIELD ACCESS STATUS

o' Al Usars + Enabled
o' Al Usars + Enabled
o AlUsers (JE) Disadied
o Musers  (JE) Dsstied
o Al Usars -D Dsabied

& Musas @D Enabled

To learn when License and Identifier data will be available, follow the OpenData communities on Veeva

Connect.

e OpenData - APAC (available by invitation only)
e Veeva Brazil Commercial Community

e QOpenData - Europe

e Veeva LatAm Commercial Community

e QOpenData - US
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License data

License fields are managed by OpenData by default. Field values are pushed to your Network MDM
instance through your OpenData subscriptions or ad hoc downloads as usual.

Identifier data

Important: Veeva OpenData Identifier data is not downloaded to customer instances by default. You
must choose to download and sync OpenData Identifier data for your Network MDM instance.

To receive ldentifier data from OpenData:

1. Inthe Admin console, click Settings > General Settings.
2. Inthe Common Data Architecture (CDA) and OpenData 2.0 Data Model section, select Enable

OpenData Identifier Sync.
3. Save your changes.

This will set the fields to be OpenData-managed. If this setting is not enabled, Identifiers remain locally
managed.

COMMON DATAARCHITECTURE (CDA) DATA MODEL AND OPENDATA 2.0 DATA MODEL

Enable Calculations for CDA and OpenData 2.0 7 Enable CDA Data Model o

Enable OpenData 2.0 Data Model o

Enable OpenData Identifier Sync ©

Populate field values
After the fields are enabled, follow these steps to populate field values:

1. Enable at least one OpenData 2.0 License field in your Network MDM instance.
2. Run a full OpenData country subscription to update all records that are downloaded in your
Network MDM instance.
a. Open an OpenData country subscription (System Interfaces > OpenData Subscriptions).
b. Inthe Updates to OpenData records section, select Update all records.
c. Save your changes.

The next time the subscription runs, you will receive updates for all the Veeva-managed OpenData
2.0 fields that you have enabled.
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License fields

The OpenData 2.0 data model is updated to include the following items for Licenses.

Object Fields Reference Types
License 30 20
All fields

To view the complete list of fields that are included, open the License object in the Data Model and filter
the Fields section for all fields that display the OpenData 2.0 data model tag.

New fields

The following new fields are added to the License object. These fields can apply to Licenses and /or
Identifiers.

Field Name Field Field Type Description License
Label or
Identifier
id_priority__v Identifier  Reference Type Indicates whether the Identifier
Priority (IdentifierPriority) identifier for the HCP or

HCO is the primary
identifier or an additional
(secondary) identifier.

issuer_name__v Issuer Reference Type The official name of the License
Name (IssuerName) regulatory body, Identifier
government agency, or
professional council that
issued the specific license,
or the standardized
designation of the
identifier type assigned to
the Health Care
Professional or
Organization in a certain

country.
license_id_number__v License/ID Text Unique identifier or License
Number license number issued to  Identifier

the HCP/HCO.

license_name__v License Reference Type License name. Describes  License
Name (LicenseNamelLocal) what the license is for; for
example, Nurse
Practitioner.
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Field Name Field Field Type Description License
Label or
Identifier
object_cat_type_ v Object Reference Type This is an important field License
Category  (ObjectCategoryType) that determines if the Identifier
Type record is a License or an
Identifier.

Possible values include
LICENSE, ID, or no value.

Existing Licenses will not
have a value. When a
record is updated for any
reason, the value will be
set to LICENSE.

Existing Licenses cannot

be set to ID.

This field is enabled by
default for all Network
MDM instances.

Existing fields added to Licenses and Identifiers

The following fields have been added to the License object for OpenData 2.0. They apply to Licenses and

Identifiers.
Field Name Field Label Field Type
country_cda__ v Country (CDA) Reference Type
(AddressCountryCDA)
entity_object_type_ v Entity Object Type Reference Type
(ObjectEntityType)
entity_veevaid__v Entity Object Veeva ID Text
state_cda__ v State/Province (CDA) Reference Type
(AddressStateCDA)
Existing fields added to Identifiers
The following fields now apply to Identifiers.
Field Name Field Label Field Type
license_status__ v License Status Reference Type

(LicenseStatusItems)

vid__v Network ID Text
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Description

Name of country.

Type of the source entity
(HCO or HCP).

Veeva ID of the HCP or
HCO associated with this
address or license.

Name of state, province,
or regional area.

Description

License status

Network ID
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New reference types

These reference types added for OpenData 2.0 are restricted (read-only); reference codes cannot be
added, updated, or removed.

Reference Type Used by Field License or Identifier Details
IdentifierPriority id_priority__v Identifier Two possible values:
Primary and Secondary.
IssuerName issuer_name__v License
Identifier
LicenseNamelocal license_name__v License
ObjectCateogryType object_cat_type__ v License Two possible values:
Identifier License and Identifier

To review the reference codes for each new type, go to Data Model > Reference Data.
Updates to existing reference types

All reference types for the License sub-object have been updated to be restricted (read-only). Reference
codes can no longer be added, updated, or removed from these reference types.

e CollabAgree

e ComplicenseEligibility

e CTRLSubPrescriptive

e CTRLSubSampling

e LicenseCertificiation

e LicenseDEACode

e LicenseDEAPaymentindicator
e LicensetEligibility

e LicenseStatusCondition

e LicenseSubType

IDENTIFIERS

Identifier data is stored on the License sub-object. Identifiers are IDs like HIN and NPI in the US and Tax
ID and VAT Number in Europe. Previously, these IDs could only be stored in record-level fields which
limited the ability to store more than one type of ID per record; for example, storing multiple

NPl numbers on a single HCO record to ensure historical context is preserved during acquisition.

Storing IDs as a sub-object removes these limitations and gives you the flexibility to manage different
business scenarios.
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Support for Identifier data

Identifiers are introduced with the License sub-object for the OpenData 2.0 data model. They can be
stored and managed even if OpenData 2.0 is not enabled for your Network MDM instance.

To use ldentifiers:

e Enable the data model fields for Identifiers. See the License fields section above.
o (Optional) To receive Identifier data from Veeva OpenData, turn on the Enable OpenData
Identifier Sync option (Settings > General Settings).

Defining Identifiers

A new field on the License sub-object, Object Category Type (object category type v),
determines if the record is a License or an Identifier.

The field is a reference type field that uses the ObjectCategoryType reference list.

ObjectCategoryType reference codes

Network Network Definition Details
Code Name
(no value) - - Existing licenses with no value in

this field will remain licenses.
They cannot be changed to
Identifiers.

New records with no value will
be licenses by default.

ID Identifier A unique tracking number assigned to a  Identifiers must be explicitly set.
professional or an organization for
administrative or billing purposes, which
identifies them but does not grant legal
permission to practice.

LICENSE License A credential granted by a regulatory This is the default value for new
body that provides legal permission to records that do not specify a
practice a profession, often with an value for this field.

associated expiration date and status.

Impact to existing license records

All existing License records will remain Licenses but they will have no value in the Object Category Type
field.

When the record is updated for any reason, the (object category type v) field will be set to
LICENSE. You can also proactively update the field to add the LICENSE value through data loading.

Existing Licenses cannot be changed to Identifiers.
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Updating the field

The (object category type v)field cannot be edited after a value is set.

New records

To add an Identifier, the (object category type v)field value must be set to ID.

Add Identifiers in the Network MDM user interface

The (object category type v)field value is determined by the section the record is created in:

e License section - The field is set to LICENSE.
e Identifier section - The field is set to ID.

Add Identifiers through data loading or the Network API

The (object category type v)field value must be included and set to ID.
If the field has no value or is not defined, the record will be added as a License.
Profile layouts

When the License fields associated with Identifiers are enabled, the Identifiers section displays on the
GlobalStandard default profile layouts for HCOs and HCPs.

These are the layouts used by the OpenData 2.0 data model.

GlobalStandard & (Read Only)

Standard Global Template for HCOs

Created by System
Used by 1 Data Visibility Profile and 0 Widgets Cancel ~ Clone  Delete
& READ ONLY = Change Record
> General Information s .
& Maricopa Integrated Health Systems
> External Identifiers
#crm || #healthsystem  #npi A 60?»344-1218

v Licenses 2601 E Roosevelt St Phoenix AZ 85008-4973
o Leense Organization, Health System, Unspecified specialty 2829763 770682017
v Identifier
v (& Identifer w |dentifier (2 active)

Issuer Name

Q_ Search Identifiers Reset Filters

License/ID Number

Identifier Priority ISSUER NAME ¢ LICENSE/ID NUMBER IDENTIFIER PRIORITY £ LICENSE STATUS ¢ NETWORKID %

L Staty

lcense Status NPI 1987654321 Primary Active 949308703663785568 V

Network ID

HIN 1234567A0 Primary Active 949341341972760159 y
> £ Custom Fields (License) €
Displaying 1 to 2 of 2 Show 10 1 of1

@, Custom Keys
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Fields

The Identifiers section includes the following fields:

Issuer Name
License/ID Number
Identifier Priority
License Status
Network ID

Add to custom layouts
The Identifiers section is not added to other standard layouts.

Standard layouts are read-only. Clone a standard layout or edit an existing custom layout to include the
Identifiers section.

1. Inthe Admin console, click Data Model > Profile Layouts.

2. Choose a custom layout from the list.

3. Click Add Section.

4. Inthe dialog, expand the Object field and choose Identifiers.
The Description and Labels fields are automatically populated.

5. Click Add.

Object* @ Identifiers

Description @ |dentifiers

Labels* © Show 12 labels >

6. The Identifiers section is added to the bottom of the list in the layout. All default fields are
included in the section.

Use the Handle = icon to move the section to a different location in the layout, for example,
below the Licenses section.
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> Profile Header a
> Primary Information

> Addresses

> Parent HCO Affiliations

> Child Affiliations

> General Information

> External Identifiers

> Licenses

> Custom Fields

> Record Information

& w—

v |dentifiers Y 4 ;*,

7. Save your changes.
8. Ifrequired, update any data visibility profiles (Users & Permissions) to use this layout so the
Identifiers section displays on record profiles.

Identifiers on record profiles

The Identifiers section displays on record profiles.

= Alta Bates Summit Medical Center Summit South Campus

Ahospits
350 Hawthamae Ave Oakland CA

Organization, Hospitel, Muls Specialty Practics

Profile Details Calls

w |dentifier (1 active)

Q Se Reset Fllers <+ New icentifer
ISSUER NAME ¢ LICENSEAD NUMBER © IDENTIFIER PRIOR) : LICENSE STATUS ¢ NETWORX ID ¢

HIN 123A4568C Primary Actve 0273201825677920 20
Dsplaying 1to 1 of 1 Show 10 - 1 of 1

Supported records
Only License records where the Object Category Type field value is ID display in this section.

All other License records display in the Licenses section.
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Identifier details

lease Notes

The table contains the following details by default:

Column
Issuer Name
License/ID Number
Identifier Priority
License Status
Network ID

Actions

Available actions

e Search - Use the Search bar t

Description
The organization that issues the identifier.
The number issued.
The importance of the identifier. Either Primary or Secondary.
Active or Inactive
The 18-character unique ID assigned to the Identifier.

# View custom keys
o View field details

o find specific identifiers.

e Sort - Re-order each column by ascending/descending order.

By default, the table is filtered by the Issuer Name of the Identifier country. If the Country (CDA)
field is not included in the profile layout, the Issuer Name is filtered by the primary country of the

HCP/HCO record.

o Reset Filters - Update the table to the default sorting order.
e Edit - Hover over a column value to display the Edit icon. Click Edit to set the profile page to edit

mode.

v |dentifiers (2 active)

Q Jentifie Reset Fil
ISSUER NAME % LICENSE/ID
NPI 1987654321
HIN 1234567A0

Displaying 1 to 2 of 2

All Identifier values can be ed
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NUMBER % IDENTIFIER PRIO... % LICENSE STAT... ¢ NETWORKID
m Primary Active 949308703663785568 »0
#  Primary Active 949341341972760158 £ ©
Show 10 v 1 of1

ited except the Network ID.
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Adding and updating identifiers

As with all other sub-objects, Identifiers can be updated or added through the Network Ul, data loading,
and the Network MDM API.

Network UI

Identifiers can be added when you create an HCO or HCP record, or when you edit a record profile.

w |dentifiers (0 active)

|

<+ New |demifer

COUNTRY (CDA) ISSUER NAME LICENSEND NUMBER IDENTIFIER PRIO UCENSE STAT NETWORX 1D

Unhed Stae X w» © .. - Active w | 178354 140167200000

Displaying 10 1of 1

To add an identifier:

1. Inthe Identifiers section, click New Identifier.
A row is added to the table.

2. Define the following details:
e Country (CDA) - The primary country. The primary country of the record profile displays by
default.
o |ssuer Name - The organization that issues the ID.
e License/ID Number - The number associated with the ID.
o |dentifier Priority - The importance of the Identifier: Primary or Secondary.
o License Status - Active (default) or Inactive.

o Network ID - This is assigned to the Identifier by default.
3. Apply your changes.

The identifier displays in the table.

Note: The Object Category Type field value is automatically set to /D for objects created in the
Identifiers section.
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Data Loading

Add or update Identifiers using source subscriptions.

Important: Include the Object Category Type field with a value of ID when loading Identifier data. If
the field is not included in the source file, the value is set to LICENSE by default. The field value cannot
be changed on existing records.

Network MDM API
Submit add requests for Identifiers using the Change Request API.

The Object Category Type (object category type v) field must be included in the API call with a
value of ID to create an Identifier.

There is no impact to existing integrations for creating Licenses; the field does not need to be included
because a License is created by default.

Data change requests
When users add or edit an Identifier, a change request is submitted.
DCR routing

The Enable OpenData Identifier Sync setting determines where the data change request is routed.

e On - Identifiers are managed by OpenData; DCRs are routed to OpenData.
e Off - Identifiers are managed locally; DCRs are routed to your local data stewards.

Processing Identifiers on DCRs

An Identifiers section is added to add requests and change requests so data stewards can easily process
the changes.
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Inbox > Change Request - Alta Bates Summit Medical Center Summit South Campus

Change Request DCRHistory  View CRMActivity Re-assign  Reject  Save

All Flelds [ [e 320 # Collapse All . Expand All

Sections: Primary Information * Addresses - Parent HCO Affiliations - General Information * External Identifiers * Custom Keys - Licenses °
Custom Fields - Health Care Systems - Additional Fields
Fleld Current Value Change Request Approved? ~

» Primary Information

» Addresses

v Licenses
v |dentifiers
> IDENTIFIER (NEW) v x 7/

Object Category Type No \ identifier
License Status No Va Active v x 7/
Issuer Name No Value HIN v x /
Country (CDA) No Va United States of America v x 7
Identifier Priority No Valu Primary v x 7
License/ID Number No V 123A4568BC v x 7

» Additional Flelds

Changes to the Object Category Type field

The Object Category Type field cannot be changed after it has been set to LICENSE or ID. The change will
be rejected automatically.

Existing Licenses will have no value for this field. When a record is updated in any way, the field will be
set to LICENSE by default. Existing Licenses cannot be set to ID.
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Considerations for other features
Sub-object match rules

Network MDM applies internal sub-object match rules to any merge comparison. The rules use specific
fields to compare sub-object records to find duplicates.

To ensure that Licenses and Identifiers are not compared with each other, different fields will be used
for each type.

Licenses Identifiers
license_number__v id__v
type_value__v issuer_name__v
license_degree__v country_cda__ v

Match configurations
The default match configurations in the Network MDM Ul are not updated for Identifiers.

Review your source data to determine if your existing match rules should be updated to prevent over-
matching.

Validation rules

Licenses and Identifiers share the same sub-object, so existing validation rules might trigger for both
record types.

Review your rules and update them to include the Object Category Type field to differentiate between
License and Identifier records.

Network Expression (NEX) rules

Review any configured rules and update them to include the Object Category Type field to differentiate
between License and Identifier records.

Reports

Review your saved reports and update them to include the Object Category Type field to differentiate
between License and Identifier records.
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IQVIA OneKey Connector

The IQVIA OneKey Connector was introduced in Network MDM 26R1.0. The bi-directional connection
with IQVIA® OneKey enables you to seamlessly integrate OneKey as your third-party data provider for
HCOs and HCPs.

Important: A third-party agreement (TPA) must be in place before OneKey data can be loaded into
Veeva Network MDM.

The following enhancements are added in this release.

PROCESSING IQVIA REFERENCE DATA

Network MDM now dynamically manages reference data updates from IQVIA to prevent HCP and HCO
record rejections during data loads.

When the IQVIA OneKey source subscription runs, the OneKey custom reference field values in Network
MDM (for example, types and specialty) are updated with the list of values from the IQVIA data model.
These updates are applied before the data files are processed, eliminating data loading errors caused by
missing reference codes.

This enhancement is enabled by default.

OneKey reference data file

As part of the IQVIA OneKey Connector, IQVIA publishes source files to your Network MDM FTP on a
regular schedule as delta feeds. One of the files, codetable. csv, contains updates to IQVIA reference
data.

The file is formatted so it can be consumed by Network MDM and be processed during the source
subscription job.

Example file

- ( H

PROCESS COUNTRY_UST COD_ID_ONEXEY REFERENCE_TYPE LIS_LABEL US_CODE LANGUAGE_CD COD_SHORT _LBL COD_LONG_LBL

2 R 6,100,187 DPT WEG 0040 SubtypeCodeOneKey Province DPT en Dahok Dahok
J FE.GBIE* QLF _wWu_ay QualificationOneKey Quatdication QLF en Medical Devices Medical Devices
i R FK.GB.IE® FAC_WUK_N3 UniversityOneKey University FAC en Zaire Zaie
5 R "AMAZ BY,GE.XG,KSD_WRU_R4 EducSpecialtyOnekey  Diploma Specialty SD en Child Endocrinology Child Endocrinology
6 R FX.GB IE QLF_Wux_6F QualificationOnekey Quatdication QLF en Cinical Pharmacology Clinical Pharmacology
TR CH" TEN WCH_1A TendencyOneKey TendencyWMedical Interest TEN en Madical examiner Medical examine:
8 R FE.GBIE" FAC_WUK_30 UniverstyOneKey University FAC en Burkina Faso Burkina Faso
IR "AMAZ BY.GE XG K. STE_OPE StateCodeOnek ey Ste STE en Open Open
10 R “FX.GBIE" DPT_WUK 0017  SubtypeCodeOneKey County DPT en Greater London Greater London
TR o SUB_WCH_GEOQ_C SubtypeOnekey Subdivision Level sus de Geografische Koordnaten Geografische Koordinaten
12 R “FK.GB.IE" FAC WUK 17 UniversityOneKey University FAC an Belize Belize
iR FX.GBIE" FAC_WUK_M8 UniversayOneKey University FAC en West indies West Indies
14 R €G,1Q.J0, 18" STE CLO StateCodeOneKey State STE en Closed Closed
15 R 06,100,187 DPT WEG 0015  SubtypeCodeOneKey Province DPT en Emaleya Ismaileya
16 R FE.GBIE* TEN_WUK_ L4 TendencyOnekey Tendency/Medical Interest TEN en Stroke Stroke
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Network MDM uses the following columns to process the IQVIA reference data.

Column
PROCESS
COUNTRY_LIST

COD_ID_ONEKEY
REFERENCE_TYPE

LANGUAGE_CD

COD_LONG_LBL
COD_END_VAL_DATE

Details
The action. R (Upsert) or D (Delete).

The "Active Country" list.
The countries listed here determine if the code is added or removed from
a country.

The OneKey reference code.

The custom OneKey reference types used by the IQVIA OneKey
connector.

The Network MDM language code.
IQVIA sends one row for each language. For example, an update for "en"
is one row, and an update for "fr" is another row.

The translation label for the code description.

The date the code is valid until on the OneKey side. Typically, the date is
defined as 9999-12-31.

This date column can be used to inactivate a reference code. Codes are
also inactivated using D in the Process column.

The other columns in the file are not considered during the reference data updates.

Supported actions

Changes to the Network MDM reference field values will be made using the following details in the

codetable.csv file.

Action

Add reference code for an

existing reference type

Add reference codes for
active countries

Remove reference codes

from active countries

code translation

Inactivate reference codes

Process Condition
R COD_ID_ONEKEY does not exist for the REFERENCE_TYPE.
R COD_ID_ONEKEY exists for the REFERENCE_TYPE and a
new country is in the COUNTRY_LIST.
R COD_ID_ONEKEY exists for the REFERENCE_TYPE and
existing country is not in the COUNTRY_LIST.

Create or update reference R COD_ID_ONEKEY exists or does not exist, language code
is defined in LANGUAGE_CD, and COD_LONG_LBL is
populated.

D COD_ID_ONEKEY exists for the REFERENCE_TYPE.
R COD_ID_ONEKEY exists and COD_END_VAL_DATE is

Inactivate reference codes
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Reference update job

When your IQVIA OneKey source subscription runs, the reference data job runs first as a separate job.

Veeva Network MDM 26R2.0.1 Release Notes

The codetable.csv file is loaded and processed before the data files (hcp.csv, hco.csv) are loaded.

The job displays in the Job History section.

v Job Hlstory 10of 106 >
View Job Impact Dashboard ('
PROCESSED PROCESSED

0 START TIME DURATION HCOS HCPS RUN TYPE OUTCOME JOB TRIGGERS?
639 2026-05-26 15:09:46 IST  a minute 165 2,011 BYJOB COMPLETED No

638 2026-05-26 15:09:46 IST a minute 479 2,740 BY JOB COMPLETED No

637 2026-05-26 15:09:46 IST  a minute 250 3,813 BYJOB COMPLETED No

636 2026-05-26 15:09:46 IST a minute 14 1,325 BY JOB COMPLETED No

635 2026-05-26 15:09:45 IST  a minute 0 0 BYJOB COMPLETED No

Click the Job ID to open the Job Details page.

On the page, you can see that the codetable. csv file was processed. Job statistics are not currently

available for the reference data updates.

Job Details (ID: 635)

Job Summary Job Error Log ©

v Overview
System
Start Time
Job ID
Percent Complete
Outcome

Number of Flles Processed

v

Job Settings Summary

IQVIA-OneKey ol
2026-05-26 15:09:45 IST
635
100.00%
COMPLETED with errors and wamings

1

View Job Impact Dashboard (7

Subscription IQVIA_OneKey
End Time 2026-05-26 15:10:37 IST
Duration a minute

Current Stage FinalStage

Started By PM Admin

Number of Bad Records 2

Flles Loaded Summary

Network FTP Path

Inbound/IQVIA/OneKey/GCC

Folder | ZIP Flle GCC
ALIAS ¢ FILE NAME ¢
REFERENCE codetable.csv
» Data Load Summary
v Processed Data Summary
ENTITY RECORDS PROCESSED

Health Care Organization
Health Care Professional

0
0
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The relevant fields in the codetable.csv file are validated. If any required field is empty, the invalid
row is dropped and a warning displays on the Job Error Log tab.

Job Details (ID: 635)

Job Summary Job Error Log ©

Download Job Error Log

All Codes X

View Job Impact Dashboard

ERROR CODE MAIN OBJECT MAIN ERROR MESSAGE SEVERITY
OBJECT
- Alllems X = ROW AlLevels X w
NUMBER
DCR processing was skipped. No DCR response fle(s) found - ariginaling... more Error
codetable csv 6 Invalid reference data: missing reference type at ine 6 Warming
Show 10 = 1 of 1

Displaying 10 20f 2

The job continues so the OneKey HCP and HCO data updates can be processed.

Warnings

The following warnings are created for IQVIA reference data issues.

Code
W0063

W0064

W0065

W0066

W0067

WO0068

W0069
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Details

A row is missing a value for the
mandatory REFERENCE_TYPE column,
making it impossible to categorize the
record.

The unique identifier for a reference
code (COD_ID_ONEKEY) is missing for
the specified reference type.

The mandatory PROCESS column
(instruction) is empty, so the system
does not know whether to add/update or
delete the code.

The value provided in the PROCESS
column is not supported. Only R

(Replace) and D (Delete) are recognized.

The reference code entry is missing a
language code (LANGUAGE_CD) for its
label.

The language code provided in the
LANGUAGE_CD column is not supported
or recognized by the system.

The mandatory start date for the
reference code's validity
(COD_BEG_VAL_DATE) is missing.

Action

Populate the REFERENCE_TYPE field for the
specified line in your source file to ensure the
code is mapped to the correct category.

Provide the missing code value in the source
file. Every reference entry must have a unique
ID to be processed by Network MDM.

Add the appropriate instruction to the
PROCESS column (for example, R for
Replace/Update or D for Delete).

Correct the instruction value in the source file
to either R or Das required.

Ensure a valid ISO language code (for
example, "en", "fr") is provided in the
LANGUAGE_CD column for the specified line.

Verify and correct the language code to a
supported standard format. Ensure the
language is supported in Network MDM.

Populate the COD_BEG_VAL_DATE column in
your source file with a valid start date.



Code
WO0070

w0071

WO0072

Wo0073

WO0074

WO0076

Details

The value provided for the begin-valid
date is not a recognized date format
(YYYY-MM-DD).

The reference code entry is missing an
end-valid date (COD_END_VAL_DATE).

The value provided for the end-valid
date is incorrectly formatted or contains
invalid characters.

The descriptive label for the reference
code (COD_LONG_LBL) is missing.

Multiple rows for the same reference
code were found with contradictory
instructions (for example, one row says
Delete, another says Replace).

The mandatory country list for the
reference code's validity
(COUNTRY_LIST) is missing.

Simulation mode
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Action

Correct the date in the COD_BEG_VAL_DATE
column to match the expected format (YYYY-
MM-DD).

Provide a valid end date in the source file. For
codes that do not expire, use a far-future date
or the standard system default.

Verify and correct the date format in the
COD_END_VAL_DATE column of your source
file.

Provide a descriptive label in the
COD_LONG_LBL column to ensure the
reference code is identifiable in the UI.

Review the source file for duplicate entries of
the same reference code. Ensure the PROCESS
instruction is consistent across all rows for that
code.

Populate the COUNTRY_LIST column in your
source file with a valid list of countries.

If the source subscription job is run in Simulation Mode, the reference data updates in the
codetable.csv file will be processed. The data updates will remain simulated as usual.
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UNMERGE ONEKEY RECORDS

Network MDM can now process unmerges that are sent from IQVIA in a source file. When your
IQVIA OneKey source subscription runs, the OneKey records are unmerged. Previously, source
subscription jobs processed the merged records only.

This enhancement is enabled by default.

Unmerged records file

IQVIA publishes OneKey source files to your Network MDM FTP as scheduled delta feeds. One of the
files, merge_unmerge_events.csv, contains merges and unmerges that need to be actioned in your
instance.

The records IQVIA has merged and unmerged are identified by the OneKey ID value. When the source
subscription runs, Network MDM will now unmerge the records in your instance.

Example merge_unmerge_events file

MErge_unmerge_events.csv A 0ownices el ]

¥ Mo Pl Agphed

The file contains the following important fields:

Column Details
PROCESS Instructions on how to handle the data: R (Upsert) or D (Delete)

CHILD_ENTITY_TYPE The object type of the losing record: W (Workplace (HCO)) or I
(Individual (HCP)).

CHILD_ID_ONEKEY The OneKey ID of the losing record (the new unmerged record).
PARENT_ID_TYPE The OneKey ID of the of the winning record.

PARENT_ENTITY_TYPE The object type of the winning record: W (Workplace (HCO)) or I
(Individual (HCP)).
ACTION_TYPE The action taken: M (Merge) or U (Unmerge).

The other columns in the file are not considered during the unmerge action.
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About the unmerge job process

Source subscriptions will unmerge the records identified by IQVIA before processing the updates in the
data files. This ensures merged records are successfully split and isolated first, preventing the incoming
data feed updates from updating the winning merge record with data from the losing record.

Unmerged records
When the records are unmerged, the following actions are taken for each record.

Winning record

e Any active custom keys belonging to the split record are inactivated.

Split record (new unmerged record)

e A new Network ID is assigned.
o IQVIA custom keys originally associated with the record before it was merged are returned to the
record.

Important Customer-owned sub-objects and fields cannot be moved to the new record. You must add
them back to the new unmerged record. Use reporting to help identify the sub-objects and fields to
bring back.

INTEGRATION DASHBOARD

The IQVIA - OneKey Connector is now included in the high-level system summary on the Integration
Dashboard. Administrators can click the IQVIA system to view the specific configuration details.

W/ Network oL R T

OVENVEW  LOGS  USERS A FENMISSONS ODUAMODEL  SYSTEMINTENPACES WIDOETSSPONTAL  FLEEOUUONEN  SETTINGS  WIEGMATIONS v

OpenData Vault Nitro = IQVIA

APy
of amm
Connectors @ § Couraries 0 . o
& Concar Conam
K. Oretery Conreous 2 1 Vauk Instance 2 1 Nitre Isstance B2 1 1C0VIA - OneKary nstance
S Solatoros Conancs
- Veeva ORN Dadge
& Veem Coen
& Voo Ve N
Pie Exchanges
O o Stecpton
— Network
o Sormation Chery

This enhancement is enabled by default if you have an IQVIA OneKey system configured in your Network
MDM instance.
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IQVIA OneKey configurations
From the dashboard, click the system to open the configuration pop-up.
System Details

The Details tab displays by default. It contains the IQVIA-OneKey system configuration

=|0QVIA

System: |QVIA-OneKey v
& Details Name IQVIA-OneKey
EY Source Subscriptions Type IQVIA- OneKey

Target Subscriptions lcon —= I Q\/ I /-\
Dataflow Type [litlCoiEU]

IQVIA-OneKey

Description

Third Party Master Yes

Unmerge ability Do not unmerge

Integration details

Click on an integration to view more details. For example, click Source Subscriptions to see details about
the job that loads the IQVIA OneKey data. The time of the last job displays in your timezone.

e Click the subscription name to navigate to that subscription configuration.
e C(lick the link in the Last Job Status column to open the job details for the latest job.
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=IQVIA

System:  IQVIA-OneKey-DEV v
£ Detalls

Source Subscriptions

) Target Subscriptions

Search Source Subscriptions

IQVIA_OneKey
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Q

“ LASTRUN

2026-05-26 15:10:36 IST

SCHEDULE LAST JOB STATUS

Manual

v COMPLETE
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Data model

NEW FIELDS FOR UNMERGED RECORDS

To make record history clearer and easily to track, three new fields are added to unmerged records to
provide the following information:

e Record that the new (unmerged) record was unmerged from.
e Original record that the data is being restored from.
e Date of the unmerge.

= John Jacobson

TRIgency Masicne

» Addresses (1 active) FNCHY

» E-Contacts
» Educational Information

+» Record Information

More Details

This enhancement is enabled by default. The fields are enabled by default in all instances.

Benefits

e Easily cleanup bad merges - Bad merges can occur from broad matching rules, bad source files,
data stewardship, and overmatching in jobs. These fields provide the exact pre-merge IDs you
need to understand the record's history.

e Track all unmerge activity: Automatically audits any unmerge action, whether it was triggered by
Veeva OpenData or local data stewards.

e Simpler downstream data updates - Downstream systems can read these fields directly,
removing the need to build custom code to detect when records are unmerged.

Note: Existing unmerged records will not be backfilled.
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New fields

The following system fields are enabled by default and cannot be disabled. They are managed by Veeva

OpenData by default.

Field Name Label

record_unmerged_date__ v Unmerged Date

record_unmerged_from_vid__v Unmerged from

Network ID

record_unmerged_original_vids__v Original Record

Network IDs

Supported records
The fields are available on main objects only.

e HCP
e HCO
e custom main objects (including Payers and Plans)

About unmerged records

Description
Date when the record was unmerged

Network ID of record that this record
was unmerged from

The Network IDs of the records that
existed before they were merged. It
confirms which original record's data is
now being restored into the new
record.

Note: The Unmerged From Network ID
field value will never be included in this
field.

Unmerging records is an existing process in your Network MDM instance and in Veeva OpenData.
Records are typically unmerged due to overmatching or to separate records that were manually
matched in error. This enhancement adds details to an unmerged record, making it easy to instantly see
the history of the original record and the record it was separated from.
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Example scenario

o The Merge: Record A and B are merged into Record C. Record C now contains the combined data
lineage of both original records.

e The Unmerge: Record B is unmerged from C.

o The Result: A new record, B1, is created.

The new fields are added to B1 to give you full visibility into the history of the record:

e The Network ID of the merged record it came from (Record C).
e The Network ID of the original record (Record B).

This tells you the source of the bad merge and identifies where the data for B1 originates. If there

are multiple Network IDs, they are always sorted in ascending order and are separated by double-
semi-colons (;;).

e The unmerge date.

Merge Aand B into C

Name: A
Network ID: 123

Name: C
—} (Contains 123 and 456)
Network ID: 999

Name: B —
Network ID: 456

Unmerge B from C

. - Name: B1

ame: Network ID: 772

(Contains 123 and 456) I > Unmerge from Network ID: 999
Network ID: 999 Unmerge original Network ID: 456

Unmerge date = NOW()
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View the fields on record profiles
The fields are added to the Record Information section on standard profile layouts by default.

Add the fields to any custom profile layouts that you've created for HCPs, HCOs, and custom objects.

== Cholecap 5mg

Product

949311695587704865

» Primary Information

» Record Information

Croated Date © Modified Date ©

26-07-16 10:42:45 & 2026-07-16 10:42:45 &
Status Modified Date ©O Surviving Record Network ID ©
2026-07-16 104245 &
Unmerged Date © Unmerged From Network ID ©
2026-07-16 104245 & 049311681457684511 &

Unmerged Original Record Network IDs ©

049311685285969951 &

Product Type ©O Regulatory |dentifier ©

Unmerged fields on OpenData records

The new fields are available on OpenData records that are downloaded to your Network MDM instance.
This gives you more transparency on unmerges that occur on OpenData records.

Note: The Network IDs of the original or unmerged from record might not be in your instance or be
available to download.
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Report on unmerges

Advanced reporting users can report on unmerges using the sample queries available in the SQL Query
Editor (Reports).

Example sample query - Unmerged HCPs

B Sompe Quenes ) My Recant Quares Query Helper Q Keyworss  Qf Operators

record_unwerged from vid_ v
record_wwerged_origiral _vids__v

record_owner_type v

recerd_unwerged_date__v

d_wwerged from vid__v
recerd_unwerged_o

recond _owner_type v

record_unwerged dote v

recerd_unmerged_from_vid__v 0T NULL

Report Results (2 3 & Downicad Repe 4+ Create Custom Table

NEW VIO UNMERGED FROM NVMERGE ORIGINAL VIDS ENTITY TYPE SOURCE NMERGED DATE

New unmerge queries

New sample queries are available which include the new unmerge fields. They report on unmerges in
your Network MDM instance and in the OpenData instance.

e Unmerged HCOs
e Unmerged HCPs
e Unmerged HCPs and HCOs

Existing unmerge queries

The names of the existing sample queries for unmerged HCPs and HCOs are updated to indicate that
they are legacy reports. These queries report on unmerges that occurred in your Network MDM
instance only.

e Unmerged HCOs (Legacy)
e Unmerged HCPs (Legacy)
e Unmerged HCPs and HCOs (Legacy)
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CLUSTER MANAGEMENT

Updated cluster codes are available for the following country/third-party cluster provider combinations:

Cluster Provider Country New Version
IQVIA Spain 6.0
IQVIA United Kingdom 4.0

The new cluster version is available by default if you have the country/provider combination enabled in
your Network MDM instance.

Update addresses
To update addresses with the latest cluster codes:

1. Inthe Admin console, click Data Model > Cluster Management.

2. Select the country / IQVIA cluster configuration.

3. Inthe Cluster Management Details section, expand the Cluster Version field and choose the
latest version.

4. Save your changes.

5. Click Refresh Addresses to run a data maintenance job to ensure that all addresses for that
country have the latest cluster codes.

63



Veeva Network MDM 26R2.0.1 Release Notes A\

Match

ID FIELDS

The following ID fields can now be used in all match configurations, such as data groups, match rules,
and filters.

e VeevalD (veevaid v)

e OneKeyID (onekey id v)

Match Default Configuration Advanced

This page allows you to set your own default rules that can then be used by any subscription In this Instance, If custom rules have not been defined
for a particular country, Network's default rules are used. The default rules are periodically updated by Network as improvements are Introduced.

Country United States s
Data Groups (6) Match Rules (15) Match Filters (0) Ranked Filter Groups (0)

Data can be grouped or blocked to make the matching process more efficient by only comparing similar entities. For instructions on setting up Data
Groups, please refer to the online help.

Entity Health Care Professional v
v Health Care Professional Data Group List Default © Override ® 4 Add Data Group
NAME FIELDS ENABLED
pName * Data Group 1
Flelds * veevaid__v (HCP) X

Allow null flelds @

Enabled

Comments

This enhancement is enabled by default.
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OpenData subscriptions

ADVANCED FILTERS

Administrators and Data Managers now have greater flexibility for defining which records to include in a
country subscription. Using SQL queries, you can create advanced filters to specify additional records for

download.

You can also now view any Veeva-managed filters currently applied to your instance directly within the

subscription settings.

Veeva OpenData Subscription (France)

No additional records

ftional records via Basic Filters

® Adduional records via Advanced Fllters

Query Description

Doctors specializing in Oncology

Query
= ma € N Co o C ArC
vid__v
opendata_emea .t
WHE R
hep_type__v = 'D'
D specialties =« "ON
AND primary_country__v = "FR'

Ad Hoc Download m

This enhancement will be enabled by default for your Network MDM instance.
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Filter options

When your OpenData country subscription runs, it downloads and updates records defined in your
working set file. Previously, you could filter by Specialty and Type in the Ul or submit a Veeva Support
ticket for custom filtering.

With this release, you can now build advanced filters using SQL queries directly in the Ul, giving you
greater control over which HCP and HCO records are downloaded.

The HCP and HCO section in country subscriptions now have the following filter options.

Filter Option Details
No additional records Subscribe to records in the Working Set file only. (default)
Additional records via Basic Filters Filter records by Specialty or Type.

Additional records via Advanced Use SQL queries to subscribe to additional records.

Filters
These queries are defined and tested in the SQL Query
Editor using the OpenData reporting tables and then copied
and used in your OpenData country subscriptions.

Queries run in your instance against OpenData reporting
tables.

Additional records via Managed Queries are created and managed by Veeva.

filters
The queries display as read-only so you can easily
understand what is currently in place. In some cases, you
can convert a Managed filter to an Advanced Filter that you
can self-manage.

Create an advanced filter
Prerequisite

The Reporting on OpenData feature must be enabled in your Network MDM instance. The queries are
created using fields from the OpenData tables. If the feature is enabled, the OpenData category displays
in the SQL Query Editor.
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SQL Query Editor

& Customer Master View ER

OpenData

) OpenData EMEA

OpenData NA

Reference Data

For more information about this feature, see Reporting on OpenData in the Veeva Network MDM Online
Help.

Process

e Write and test query in the SQL Query Editor.
e Copy and paste the query to the country subscription and preview the count of additional records
that will be subscribed to using the filter.

Add an advanced filter:

1. Open the SQL Query editor (Reports) and define a query using the OpenData reporting tables.

Queries must filter on a primary country and include a SELECT statement, a WHERE clause, and
reference the OpenData master instance tables.

See the Query validation section for additional requirements and restrictions.
Example query

Use this HCP query to subscribe doctors in France that specialize in Oncology.

SELECT

vid v

FROM
opendata emea.hcp

WHERE
hcp type v = 'D'
AND specialties = 'ON'
AND primary country v = 'FR'

The query will validate as you create it.
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o v AW

[ Sample Queries  *D My Recent Queries Query Helper:  Q Keywords £ Operators Y= Format Query
SELECT
vid__v
FROM
opendata_emea.hcp
WHERE

hcp_type__v = "D’
AND specialties « 'ON'
AND primary_country__v = "FR'

Juery v Include only VALID and UNDER_REVIEW records In results. ©
Report Results (2,866 records) & Download Report + Create Custom Table <" View Full Screen
NETWORK ID

560995918984250382
560995922222253084
560995938001224708
560995961942311974

560995972000252929

Click Run Query to test the query and get a count of all OpenData records that meet your filter
criteria.

Open the OpenData country subscription (System Interfaces > OpenData Subscriptions).

In the HCP or HCO section, click Additional records via Advanced Filters.

Type a Query Description.

Paste the validated query into the Query box.

The query will validate again.
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Veeva OpenData Subscription (France) Cancel  Ad Hoc Download =

No additional records
Addwional records via Basic Filters

® Adduional records via Advanced Fllters
Query Description

Doctors specializing in Oncology

Query

3 Format Query 1\ Copy 1o Clipboard

vid__v
opendata_emea. hcp

hep_type__v = "D’
AND specialties = "ON'
AND primary_country__v = 'FR'

o

2865

Click Preview Additional Records. A count displays the number of additional records that will be
added to your subscription. This is calculated by taking the records in OpenData that match the
filter and subtracting any you already have in your instance.

Save your query.

In the Save Changes dialog, the option When this subscription runs, download all OpenData
records that meet the defined criteria is selected by default. Click Yes, Save Changes.

Save Changes
C HCP/HCO filters have been modified.
4 When this subscription runs, download all OpenData records that meet the

defined criteria

No Yes, Save Changes
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Query validation

All queries must include a SELECT statement and be complete and valid.

In addition, the following rules are applied to ensure the queries are valid.

Validation Rule

Network ID (vid wv)
must be from the HCP
or HCO OpenData table
that you are querying

Use available reporting
tables

Include a WHERE clause

Cannot include a
DISTINCT keyword

Cannot include a
LIMIT clause

Cannot include a MIN,
MAX, COUNT, and so on
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Validation Message

Invalid Selection: The query must
select only the vid v field from the
HCP or HCO table. Please remove
any additional fields or aliases.

Unknown Table: Only OpenData
tables as well as custom or lookup
tables can be queried.

Missing Filter Criteria: A WHERE
clause is required. Please add
specific filter criteria to your query.

Unsupported Clause: The DISTINCT
keyword is not allowed. Records are
unique by default within the
OpenData subscription.

Unsupported Clause: The LIMIT
clause is not allowed in this context.
Please use the WHERE clause to
manage the scope of your results.

Details

Only Network IDs are added to
subscriptions.

Any referenced tables must be one
of the following:

- OpenData master instance table
('opendata <region>.hcp' Or
'opendata <region>.hco')

- custom table in your instance
(includes  ct suffix)

- lookup table in your instance
(includes  t suffix)

Aggregate functions are not
supported. The query supports only
the vid v field from the HCP or
HCO table.
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Managed filters

If you have existing filters that were requested through Veeva Support tickets, the Additional records
via Managed Filters option displays. The query created and managed by Veeva displays as read-only so
you can see what is currently in place to subscribe to additional records.

Veeva OpenData Subscription (Austria) Cancel  AdHocDownioad  Start Job

Heaith Care Professional

Additional records via Basic Fllters

Acditional records via Advanced Fliters
Fiters are managed by Veeva OpenData
® Acditonal records via Managed Filters i) (Zendesk 607732, 1440439, 1461157). Switch o
‘Advanced Fiter 10 customize your Ster configuration

1\ Copy to Cliptbard
h.v
FROM
hcp h,
parenthco p,
hco o
WHER
h.hcp_statu ve A
AND h.vid -p it d
p.pare hco -
0.hco atu - A
o [ vid
h.c 'N'
0.¢ ‘N’
( v IS NULL h.data_privac pt_ou - 'N")
O h.p ('AT")

-

Switch to an advanced filter

You can remove the Managed filter and create an Advanced filter so you can manage it for your
instance.

Options
e Write a new query
e Copy the Managed filter and use it as starting point for your Advanced filter.

Important considerations

Because Advanced filters run against OpenData reporting tables in your Network MDM
instance—rather than on the OpenData instance—existing Veeva-managed queries cannot simply
be copied; they must be adjusted or rewritten.
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Example issues

e Custom tables and custom fields - If the Managed filter uses Veeva custom tables or
custom fields, the filter behavior must be changed because you cannot access those Veeva
artifacts.

Contact your OpenData representative before converting a Managed filter that uses Veeva
tables or custom fields.

e Candidate record fields - References to candidate record fields must be removed. They are
not included in OpenData reporting tables.

o Include the OpenData tables - The FROM statement must include the OpenData instance
table for the entity; for example, opendata emea.hcp.

The query must be fully tested in the SQL Query Editor before being added as an Advanced filter.

Create the advanced filter

Important: The switch from a Managed filter to an Advanced filter cannot be reversed.

To switch from using a Managed filter to an Advanced filter:

1.
2.

E
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If you are copying the Managed filter, click Copy to Clipboard.
Open the SQL Query Editor (Reports) and either paste the copied Managed filter query and make
the required changes or create a new query.

Ensure that the query validates and then run it to view the results.

Copy the query and open the OpenData country subscription.
Select Additional Records via Advanced Filters.
In the dialog, confirm that you want to switch to using an advanced filter. Click Yes, Proceed.

Confirm Fliter Change

The Additional records via Managed Filters option is removed.
In the Additional records via Advanced Filters option, type a Query Description.

Paste your tested query. When the query validates, click Preview Additional Records to test the
guery against the OpenData reporting tables. A count displays the records that will be added to
your country subscription.

Save your changes.
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UPDATES FOR FIELD MANAGEMENT

OpenData country subscription settings are updated with clearer field labels, making it easier for
Administrators and Data Managers to understand and select which fields are managed by OpenData.

The following improvements have been made to the Fields section:

o Labels - The labels for each pane are updated to indicate field management.

Previous Label New Label
Available Fields Managed by Customer
Selected Fields Managed by OpenData

¢ Field names - The field name now displays beside each field label, for example, # of Beds
(count beds wv).

Veeva OpenData Subscription (United States) Cancel  AdHocDownload  Start Job

v Veeva OpenData Flelds

Select fieias for which you wish 1o receive OpenData in this country. OpenData wil begin popuiating the data in thase fields. Migrate any existing customer owned data presently loaded Inlo
those felds prior 10 enabing

MANAGED BY CUSTOMER 4 ] l MANAGED BY OPENDATA Q
» HCO * HCO
» Parent HCO # of Beds
» HCP ¥ of Inpatents
» Address » # of MDs
> License > # of MDs and DOs all locations
< # of Medcal Staff
« # of Medical Staf all locations
# of Outpatients
¥ of non-MDs and DOs
# of non-MDs and DOs all locations
% of Medicaid Patents

These enhancements are enabled by default.
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ENHANCED JOB DETAILS

The Job Result Summary now includes a new column called Processed to display the total count of
processed records. Previously, this data was available only in the Job History section on the country
configuration.

This update provides immediate clarity on the full scope of a job, making it easy to see exactly how
many records the job evaluated compared to how many actually resulted in a change.

In addition to the new column, a header clearly separates the count of records processed during the job
versus the updates that were made.

s > Veava OpenData Subscripti United States) » Job Details (10: 4444

JOb Details (ID: 4444) View Job Impact Dashboard (4

+ Job Result Summary

PROCESSED CHANGES MADE IN THIS INSTANCE

ENTITY TOTAL TOTAL ADDED CANDT;;:; UPDATED MERGED INVALIDATED NOT LOADED REJECTED

Health Care 4577
Organizatior b

149 506 0 643 0 0 0 0

Custom Key 9,570 9,120 5.330 ( 4,240 0 0 0 0

This enhancement is enabled by default.

Processed records

Processed records are the records included in the exported files when the OpenData subscription ran.
This could be a full export (scheduled to run every Sunday from each OpenData instance) or a delta
export (scheduled to run at least once a day from each OpenData instance) which contains records that
were updated since the last export.

The columns in the Changes Made in This Instance section display counts for any record that meets one
of these three criteria when a job runs:

o |f there are updates for a record that has already been downloaded, it makes those updates.

e |f there are records that meet any filters for a particular country, those records are downloaded.

e |f new Network IDs were added to the Working Set file and those ID are in the exported files from
OpenData, those records are downloaded.
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PRIMARY CDA ADDRESS FIELD

The Primary CDA field (primary cda v) for the Address object can now be managed by Veeva
OpenData. Previously, the field could be locally managed only.

This change is available by default. Administrators can change the field ownership within their OpenData
country subscriptions.

Data impact

Leave as locally managed (default behavior)

There is no data impact if the primary cda v field remains locally managed.
Change to OpenData managed

If you choose to make the field managed by OpenData for a country, the following behavior occurs:

e Data change requests will be routed to OpenData data stewards for processing
e Updates to the field will be provided through your OpenData country subscription.
e Locally managed data in the field will be overwritten by OpenData data.

Tip: Backup existing data in the field before receiving updates from OpenData. See Tips for
preserving local data in the Veeva Network MDM Online Help.

Update the field
To change the field to be mastered by Veeva OpenData:

1. Inthe Admin console, click System Interfaces > Veeva OpenData Subscriptions.

2. Open a country subscription.

3. Inthe Veeva OpenData Fields section, expand the Address section in the Managed By Customer
pane.

4. Select the Primary (CDA) (primary cda v) field and use the Right-Arrow icon to move it to
the Managed by OpenData pane.

75


https://docs-vdm.veevanetwork.com/Content/Network_topics/Data_loading/Enabling_VOD_fields.htm
https://docs-vdm.veevanetwork.com/Content/Network_topics/Data_loading/Enabling_VOD_fields.htm

Veeva Network MDM 26R2.0.1 Release Notes A\

v Veeva OpenData Flelds

Select fieids for which you wish 1o receive OpenData In this country. OpenData will begin populating the data in !hose feids. Migrate any existing customer owned data presently loaded nto
hosa fields prior o enabing

MANAGED BY CUSTOMER Q MANAGED BY OPENDATA Q

Search Neids Search fwids

» HCO * HCO

» Parent HCO # of Beds

» HCP # of Inpatents

~ Address » # of MDs and DOs
> # of MDs and DOs all locations
< # of Medical Sttt
« # of Medcal Staff al locations

¥ of Outpatients
Primary (CDA) ma da_ v b ¥ of non-MDs and DOs

# of non-MDs and DOs all locations

% of Medicald Patients (pe

5. Save your changes.
The field will now be managed by OpenData for that country.

6. Repeat these steps for each country where OpenData will manage the field.
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Subscriptions

COUNTRY VISIBILITY FOR JOBS

Country information is now available for the Job History and on the Job Details page so Administrators
and Data Managers can instantly see which countries are impacted by each job run.

For global teams with subscriptions that trigger multiple country-specific jobs, this change simplifies
monitoring, speeds up troubleshooting, and makes it easy to verify exactly where data updates and
exports are being applied.

v Job History 1062

OTHER
PROCESSED PROCESSED PROCESSED Joa
] STARY TIME DURATION COUNTRIES FRILIATIONS COS HCPS PR(R)chg:gg RUN TYPE OUTCOME TRIGGERS?

) 100 0 MANUAL © COMPLETED No
Trinidad & Tobago, Germany, Andorra,
Belgium, India, Japan, South Africa, Italy,
Meaxico, France, New Zealand, Spain, 100 0 MANUAL » COMPLETED No
Brazil, Australia, Aruba, United Kingdom, : o . : e ’
Zimbabwe, Canada, United States

042 10:18:52 a minute 18 ;;.@:: 0 0 100 0 MANUAL © COMPLETED  No

EOT
S8 Unied States ) ) 100 0 MANUAL © COMPLETED No

B2 United States 0 0 100

MANUAL & COMPLETED No

This enhancement is enabled by default in your Network MDM instance.

Supported jobs

e Source Subscriptions

e Target Subscriptions

e OpenData Subscriptions

e Data Updater

e Network Bridge

e All other jobs except Veeva Connector jobs

Country details

Country information displays in the Job History section and on the Job Details page. Depending on the
job type, these are the countries where records were loaded or exported by the job.

o Job History - A Countries column is added to this section on subscription configurations.
o Job Details - A Countries field is added to the Overview section.

77



Veeva Network MDM 26R2.0.1 Release Notes

Job Details (ID: 40172)

Job Summary o
v Overview
System BBM Subscription export_hcps
Start Time 2026-07-18 04:25.07 EDT End Time 2026-07-22 16:02:16 EDT
Job ID 40172 Duration a few saconds
Percent Complete 100.00% Current Stage FinalStage
Outcome © COMPLETED Countries B United Kingdom, 738 Zimbabwe, W United States
Type Data Started By Sysiem
Full Data Extract Yes Delta Tag Start 0
Deita Tag End  945215288775704575 Level of Hierarchy Exported 1
Country details

The country is defined by the primary country v field on the record.
Display

e Five countries or less - The country name and flag displays If there are more than five countries, a
count displays.

e More than five countries - A count of countries displays as a link. Click the link to open a pop-up
that contains the list of countries.

Countries X

COUNTRIES (19)
BN Trinidad & Tobago
Bl Germany

Il Andorra

I I Belgium

=== India

® Japan

South Africa

Il italy

I Mexico

You can also hover over the count to see the list of countries.
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¢ No countries - N/A displays for jobs that ran before this release. Previous jobs are not back-filled
with country information.

N/A also displays for source subscription jobs that ended before the merge stage of the job.
v Job History

PROCESSED PROCESSED PROCESSED Jos
AFFILIATIONS HCOS T e L Lo TRIGGERS?

RECORDS

L] START TIME DURATION COUNTRIES

2026-06-24

10:10:31 a few seconds 0 0 100 0 MANUAL COMPLETED No
EOT "
No courtry weminsle # this 3=

Source subscriptions

ADVANCED PROPERTIES FOR REFERENCE DATA UPDATES

Administrators can configure source subscriptions to allow records to be processed even when
reference data is missing or inactive for a target country. This ensures that reference data issues do not
block you from getting high-priority data updates (like address or name changes). You can also define
the fields that must fail when reference data is missing.

The following advanced properties can be added to the Source Subscription configuration (Advanced
Mode):

Advanced Property Value
"job.merge.ignore.invalid.referenceData": .
"true/false" - true - Enables the partial update

behavior.

The record will be updated but you
will see a warning in the Job Error
Log about the reference data issue so
you can fix it.

- false (default) - Retains current
behavior of rejecting the record.

A comma-separated list of field names
from any object that must reject the
record for bad reference values if
validation fails (for example,

primary country vor

"job.merge.disallow.invalid.referenceData. for
.fields": "<field>,<field>",

specialty 1 w).
This property is ignored if the above
property is false.

This enhancement is available by default. Administrators can set the properties in the subscription
configuration.
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Integrations

VAULT CRM CREDENTIAL

To simplify integrations, Vault CRM provisions a dedicated Network System User in each Vault

CRM instance. This enhancement allows Vault CRM administrators to manage the Network MDM
integration without maintaining a Vault Integration username and password. This single-purpose user
eliminates conflicts with other integrations that use the same user and removes issues that can occur
when passwords expire.

To support this change, in your Network MDM instance, you can now create a secure connection to
Vault CRM using the new Vault CRM credential type. Previously, the Vault credential was used with the

Vault Integration user and password.

This feature is enabled by default in your Network MDM instance.

About the Network System User in Vault CRM

A Network System User is provisioned in Vault CRM for every Vault CRM instance. This user replaces the
Vault Integration user. The user is set with predefined permissions, but you will need to extend the
permissions for the user to be fully functional. For example, provide access to object types and custom
fields.

The Network System User will be supported in Vault CRM 26R2.0 (August 2026).
New Vault CRM implementations

When you are setting up a new Vault CRM implementation, the Network System User is enabled by
default on the Network Integration Administration page (Configuration).

The Credentials section displays the Vault URL and the User. The naming convention of the user is
application-network int@<vault domain>.

Example
¥/ Vault CRM oo s O @
EEE Admin  Logs Users & Groups Configuration  Operations Deployment Connections Settings  About
COMPONENTS

Network Integration Administration

Network Credentials Edt  Valdate
RECENTLY USED Network URL c Last Modifh
Network Admmistration User Credential Status
FAVORITES Vault Credentials

Vault URL verteo veevavau't com

User appication network_inm@vertoo veevavault com

System Identification Edt  Valdwe
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Note: In the Network Credentials section, add the Network URL and Network Integration User as usual
so you can connect your Network MDM instance to Vault CRM.

Existing Vault CRM implementations

If you are already integrating with Vault CRM, update your Vault CRM and Network MDM configurations
to use the Network System User.

Important: After switching to the Network System User, the change cannot be reversed.

Process

The following tasks must be completed in Vault CRM and Network MDM to update the integration to
use the Network System User.

e Vault CRM - Complete the prerequisite tasks for the Network System User.

o Network MDM - Create a Vault CRM credential. This new credential type uses the Network
System User to connect Network MDM to Vault CRM.

o Network MDM - Update the Vault CRM Bridge to use the new Vault CRM credential.

e Vault CRM - Switch from using the Vault Integration user to the Network System User.

Prerequisite tasks for the Network System User
Complete these tasks in Vault CRM:

e Update the permissions for the Network System User based on your business needs. For example,
provide access to custom fields and object types.

e Create or update Veeva Settings and Network Settings for the Network System User Application
Profile (System User Application Profile).

e Create a Veeva Support ticket to update data change requests that are pending from Vault
CRM to include the Network System User.

Create a Vault CRM credential

Add a Vault CRM credential in your Network MDM instance. This new credential type uses the Network
System User instead of the Vault Integration user.

Supported features
The new credential can be used for the following features:

e Data Launch Accelerator
e Vault CRM Bridge
e Validate Vault CRM Bridge

Note: The Vault CRM credential is not supported for Veeva Connectors and Vault Data Components.
Continue using a Vault credential for these features.
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Add the credential

1. Inthe Admin console, click Settings > External Credentials.

2. Expand the list and choose Vault CRM.

Review the information in the dialog and ensure that the Network Integration username,
password, and URL are added to the Network Administration page and that the connection is

valid.

For details, see Administrative Tools in the Vault CRM Online Help.

New External Credential

Select a type of external credential*

Vault CRM v

Instance:

3. Validate the connection

3. Define the Vault CRM credential Name.
4. Type the Vault ID.

External Credentials > New External Credential

New External Credential

Type Vault CRM
Name * 254532
VaultID * 254532

Authorize Connection

5. Click Authorize Connection.

1. Go to Network Administration Page.
2. Enter the Network username, password, and URL for the Network integration user.

For more information, please refer to Vault CRM Help ('

Before creating the Vault CRM credential, complete the following steps In your Vauit CRM

Cancel

Network MDM validates that the Vault CRM instance is configured to point to this Network

MDM instance.
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If the validation is successful, the Authorize Connection dialog displays.

Click Allow to confirm that you want to connect your Network MDM instance to the Network

System User in Vault CRM.

Authorize Connection

/' Network MDM

Network MDM wants access to your Vault CRM Account

& application-network_int@network-dev.com

This will allow Network MDM to:

« Authorize and establish the connection betwaen this Network MDM instance and your Vault CRM instance

By clicking Allow, you allow Network MDM and Vault CRM to use your information in accordance with their respective terms of service and privacy policy.

Deny

The Test Connection action is automatically triggered. If the connection is made to Vault CRM, a

success message displays.

External Credertals > New External Credential

254532

Type Vault CRM
Name * 254532 new
Vault ID 254532
URL https:/imyvault. veavavault. com
Username appiication-network_int@myvault.veevavault com

Test Connection

8. Save your changes.

. -

® Connection Successful

»n Last Tested
TYPE: Production
Domain Name

myvault.veevavault

Vault Application

Vauit CRM: Events Management

Vault Name

myvault

Vault 1D
254532

Name

Network System User

Emall

no-reply@veeva.com
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Update the Vault CRM Bridge

Change the credential used for the bridge so your bridge jobs continue to connect to Vault CRM.

e In a bridge configuration, expand the External Credential list and choose the credential under the
Vault CRM heading.

My_Vault_CRM_Bridge Details VN save |

v Details

Name My Vault CRM_Bridge
Type Vault CRM Data Subscription
Status @ Enabled
(O Disabled
» Countries
» Network Data
v Connection Settings

The external credentials for the Vault CRM Integration User will be used to run the Network Bridge jobs
If you have not created any credentials for your Vault CRM Integration User, Click here (£

O For integration with Vault CRM, it is recommended to select a Vault CRM external credential.

External Credentlal 254532 -
Search Q
Vault CRM

v Advanced Settings 54055

Revision Data Value L
(Optional)  oc 4532
Vault
der-0130

The bridge will now use the Vault CRM credential to connect to Vault CRM.
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Switch to the Network System User
To start using the Network System User:

1. InVault CRM, open the Network Integration Administration page (Configuration).

®es  logs  Users & Grougs Operstions  Deployment  Conrections  Setings  Abous

COMPONENTS

Network Integration Administration

Network Credentials

RECENTLY USED

Network URL  varled wesrvanetwork comn Credential Last Modified Datetime 17 2025 B:24 AM PODT
e e
User so a%eodiverteo veevanetwork ¢ Credential Status
Otpmcta
e Vault Credentials wich 10 Network Spster
n
Acphcancn Profees Vault URL verteo veevavaul oo Credential Last Modified Datetime 17 Ot 2005 8 24 AM POT
User IEPUTE Ve wievavaull Crodontial Status
FANORITES
[P — System |dentification

2. Inthe Vault Credentials section, click Switch to Network System User.
3. Analert displays to ensure that you understand that the change is not reversible. Click Continue.

Switch to Network System User X

This action is irreversible. Once switched to Network
System User, you cannot switch back to the previous
Vault CRM integration user.

Please ensure Veeva Network is also updated to use
the Network System User. See Network Help [ for

details

The Vault Credential section updates to change the existing Vault Integration user credentials to
the Network System User credentials.

Note: There is no Edit button for the Vault Credentials section. The Network System User cannot
be changed.
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Security

DYNAMIC USER PROVISIONING FOR SINGLE SIGN-ON (SSO)

26R2

Administrators have more flexibility for defining new users that are created using SSO. You can now use
your SSO provider groups and countries to map to Network MDM settings and automatically set up new
users with the correct access the first time they log in. This eliminates manual profile updates and
ensures global users instantly receive the correct access and permissions.

Single Sign-On Settings m

v Auto-Creation of User Accounts

Enable Auto-Creation of User Accounts
P Test User Settings

SAML MAPPINGS

VEEVA ATTRIBUTE SAML ATTRIBUTE

Country [

Emall mail

Federated Id uld

First Name fname

Last Name sname

Group group
MAPPINGS

Use Country and DVP mappings

Use a mapping file (Groups/Country support)

Upload a file %0 map your SSO Groups/Countries to Network MDM configuration settings

© User creation rules

= Data Visibllity Profiles (DVPs): Combine all unique DVPs from both Country and SSO mappings (duplicates removed)
« User Groups: Assign all user groups from both Country and SSO mappings.

« Language, Locale, and Timezone: User Country mappings first, then SSO mappings If needed

« User Type: Grant highest avallable privilege (for exampie, Data Steward overrides Standard User)

PAST S50 MAPPINGS past_mappings zip &

880 mappings.csv &

CURRENT 550 MAPPINGS =
FILE UPLOADED

5 S50 GROUPS MAPPED 5 DATA VISIBILITY PROFILES 3 NETWORK USER GROUPS 1 USER TYPES
1andard User

MAPPED MAPPED

This enhancement is enabled by default.
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Highlights

e User group management - Administrators can now map their existing identity provider groups
(like Okta® or Microsoft ® Azure AD) directly within the Network SSO configuration. This
eliminates the need to manually add users to Network MDM groups after they are auto-created.

e User type provisioning - New users can now be automatically created as a Portal User, Standard
User, or Data Steward. Previously, all new users defaulted to Standard Users and required manual
updates.

o Data access - Users are automatically assigned to specific Data Visibility Profiles (DVPs), Network
Portal applications, and permission sets based on their SSO groups.

o Localization settings - Key user preferences—including time zone, locale, and language settings—
are now defined automatically using group rules, ensuring global users can work immediately
without manual setup.

Updates for SAML mappings

A Group field is added to the SAML mappings so you can automatically assign a user to all of the groups
that you have defined for that user in your SSO provider. This is an optional field.

SAML MAPPINGS

VEEVA ATTRIBUTE SAML ATTRIBUTE
Count

Email mail

Federated Id * uid

First Name * fname

Last Name * sname

Group group
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Example for Microsoft Azure AD (Entra ID)

A user is assigned to the following groups.

2 SO - | Groups

[ Search ] + Add memberships x U Rafresn Columns A7 Got feedback?
- .- £ Search groups Y Add Siters
E Audit logs
Name * Object I1d Group Type Membership Type

D Sign-inlogs

l:] . albany office 91b460 3e-0513-402c-%a12- 12bd852e2¢ Ve Securty Assigned
A Duagnose and solve problems

D . data soence TT386619-231a-4521-858 -biMaSdcatSc Securty Assigned
&) Custom security attributes

D . Developens 2e<i3127-d323-4078-a78¢ 44831891843 Security Assgned
& Assigned roles

D . KAMS 91568203 - Tebb-4354-0d27-3930e T4624e! Security Assigned
& Administrative unis

D u Marketing Q49029562 -ac22-452e-2822-71790759%calb Securty Assigned
& Groups
@ Aoplkations

In your Azure AD SSO settings, copy the group property value, for example group.

Home ° Verteo | Enterprise applications © Enterprise applications | All applications

S | SAML-based Sign-on

Emterprise Applcation
T Upload metadata file ) Change uUngle sign-onmode IS Test this application S Got feedback?

i Overview

Set up Single Sign-On with SAML
m Deployment Plan P 9 9
An 550 implementation based on federation protocols improves secunity, reliability, and end user experiences and is easier 1o
implemnent. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth Lea
v Manage more.

A Duagnose and solve problems

1! Properties Read the configuration guide = for help integrating Prpush8-307
» . o Basic SAML Configuration ? e
&, Roles and administrators
Identifier (Entity 1D}
& Users and groups Reply URL (Assertion Consumer Service URL)
2 2333-1500-4821-5ab7 cacH6c44b8a8
D single sign-on Sign on URL Optional
2 Pr ng Relay State (Optional) Opronal
Logout Ul (Optional) Optional
' Application proxy
C  Self-service o
Attnbutes & Caims P
ut & Edn
> Security name user userprincipainame
: sname user surmame
> Activity fname user.givenname
L USer userpanc palname
> Troubleshooting + Support mail user mail
L_group USEr QIoups |
c s
Unigue User Identifier User userpancipalname
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Okta example

In your Okta SSO settings, copy the attribute name for your SSO groups. In this example, the name is
"group".

Attribute statements

Learn more about configuring attribute statements (2

Add expression

Name Expression Actions
[ user.profile.countryCode 7 I
fname user.profile.firstName 7 A

user.getGroups({'group.profile.name’: {'Everyone’,
group ‘kams', 'CRM’), ‘operator’: 'STARTS_WITH'}).! 7 o
[profile.name)

mail user.profile.email 7 "
sname user.profile.lastName 7 [ ]
uid user.profile.email 7/ 0
Show legacy configuration v

In the Network MDM SAML Mappings, add the SSO group attribute value to the Group field.

This will provide all your SSO group data to Network MDM. When users are created in Network MDM
using SSO, the groups will be assigned to them.
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Upload a file of your group mappings

There are now two options for defining the mappings between countries and data visibility profiles
(DVPs) for automatically created users.

Mapping Option Method

Use Country and
DVP mappings

Use a mapping file

countries and DVPs.

This is the default option that has

not changed.

MDM settings.

Define group mappings

Define the mappings between

Use the provided templates to
upload a .csv file to map your SSO
groups and countries to Network

Details

Recommended for use: Limited
number of users in just one or a few
regions.

Supported user types: Standard
Users only

Maintenance: Administrators might
need to manually update user
permissions and modify user types.

Recommended for use: Many users
that are located in global regions.
Supported user types: Standard
Users, Portal Users, and Data Stewards.
Maintenance: User creation rules will
automatically configure the country,
DVP, and user types as defined in the
uploaded file.

To use the new option to upload a file of mappings, complete the following steps.

i
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On the Single Sign-On page, click Edit.

In the Mappings section, select Use a mapping file (Groups/Country Support).

Click Upload Group Mappings.
In the dialog, click Download Template.

Upload Group Mappings

Step 1: Download Group Mappings template

& Download Template

Step 2: Update the group_mapping.csv file to map your SSO groups to Network configuration settings.

Step 3: Upload the edited group_mapping csv file

{£7%
-l

Drag edited file here (.csv

& Upload File
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A compressed file called SSO Mapping Template.zip is downloaded to your local computer.

It contains three files:

File Name Description
Group Mapping A plain text document that provides the instructions for defining
Instructions.txt your mappings.

network_configurations.xlsx An inventory of the available configurations in your Network MDM
instance (DVPs, User Groups, User Types, Timezones, Locales, and
Languages).
Use these values to populate the sso_mapping.csv file.

ene - D =

Mome o Orwe Prorinwa  omim  Ows A s  Dcem &=
i) Apes o e A = Sonrs - -mp- 2 F ( X
LR a = == $v% 9 @B | frse fem &2 | @naa- e i as i e

i A B © D E
1 DVPID Data Visibility Profile Country

i 2 ad_data_c AD Data AD

3 aruba_c Aruba AR

. 4 au_data_c AU Data AU

* 5 be_data_c BE Data BE

| 6 brazil_data__c Brazil Data BR

! 7 canada_data_c  CanadaData CA

1 8 ch_data_c CH Data

. 9 cn_data_c CN Data

: 10 cz_data CZData

1 11 eu_-_de_data_c EU - DE Data DE

i1

RN

eu-esdata ¢ EU-ESData _ __ ES

Click the links to navigate directly to the configuration in Network
MDM.

SSO__mapping.csv An empty file containing the column headers for the mappings.
Define the mappings in this file and then upload to Network MDM.

5. Open the sso_mappings.csv to define the mappings that Network MDM will use to automatically
create users.

Add values for the following columns.

Column Value Details Example
SSO_GROUP Group name from Required if SSO_COUNTRY is 91568a03-7e6b-
your SSO provider. empty. 4354-bd27-
3930e7462fef

SSO_COUNTRY Country (ISO 2-digit Required if SSO_GROUP is empty. FR
code) from your SSO The value must match a country
provider. value in Network MDM.
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Column Value

NETWORK_USER _
TYPE

User type that will be
set for these users.
Available options: DS
(Data Steward), SU
(Standard User), PU
(Portal User)

NETWORK_DVPS  Data Visibility Profile
(DVP) that users will

be mapped to.

NETWORK_USER_ Custom Network

GROUPS MDM user groups to
assign to users.
NETWORK_ Network MDM locale
LOCALE to assign to users.
NETWORK_ Timezone to assign
TIMEZONE to users.
NETWORK_ Language to assign
LANGUAGE to users.
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Details Example

Optional PU
Use the UserTypelD column from

the network_configurations.xlsx

file.

Required canada_data__c
Use the DVPID column from the
network_configurations.xlsx file.

It includes all DVPs defined in
your Network MDM instance.
Multiple values are supported.

Use double semi-colons (;;) to
separate each value.

Optional
KAM_Group__ ¢

Use the UserGroupID column

from the

network_configurations.xlsx file.

It includes all custom groups that

have been created in your

instance.

Multiple values are supported.

Use double semi-colons (;;) to
separate each value.

Optional en_CA
Use the LocaleID column from the
network_configurations.xlsx file.

It includes all locales available in

Network MDM.

Optional America/Toronto
Use the TimeZonelD column from

the network_configurations.xlsx

file. It includes all timezones

available in Network MDM.

Required en
Use the LanguagelD column from

the network_configurations.xlsx

file. It includes all languages

available in Network MDM.

Marketing_Users__c;;
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Column Value Details Example
APPLY_TO_ Indicate the Applies only to NETWORK_DVPS  NETWORK_USER_GR
EXISTING_USERS  configurations to and NETWORK_USER_GROUPS. OUPS; ;NETWORK_DV

apply to existing PS
SSO users when they Use double semi-colons (;;) to

log into Network separate each value.

MDM.

Example sso_mapping.csv file

Home buert  Orew  Pageloyout  Forrdes Dels  Feview  View  Auomele  Hep

COUNTRY  NETWORE USER TYPE  NETWORK DvFS NETWORK USER GROUPS NETWORK LOCALE NETWORK DIMEDONE NETWORK LANOUA

Tip: Additional columns can be included in the file. In this example the Group_info column is
added to help describe the SSO group.

When the mapping is complete, click Upload File to add the mappings in the .csv file to your
SSO configuration.

The file is validated to ensure it contains the required information and it is in the expected
format.

o File format - .csv

e Required columns - SSO_GROUP or SSO_COUNTRY, NETWORK_DVPS, and
NETWORK_LANGUAGE.

e Values - Values in the SSO_COUNTRY and NETWORK_ columns must match to the values
defined in Network MDM. Use the network_configurations.xIsx file for all accepted values.

If you see validation errors, click Download Error File to view the issues. Make the changes and
upload the updated file.

< sample upload files-for demo 8 = M X E-NHh O O~

Name

8 error_file.csv Yesterday at 9156 PM 121 bytes comma...va'u
8 group_mapping.csv 1

© @ error_file.csv ’ Open with Microsoft Excel
Row Error
2 Unknown DVP: canada__c
1 Unknown IJser Group: ds__c¢
3 Unknown Language: English
4 Unknown Locale: en_GR
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7. When the file is uploaded successfully, the mapping results display a count of each mapped
setting: SSO Groups, DVPs, User Groups, and User Types.

MAPPINGS

pload a file 10 map your SSO Groups/Countries to Network MDM configuration setlings

« Data Visibllity Profiles (DVPs): Combine all unique DVPs from both Country and SSO mappings (dupicates removed

« User Groups: Assign all user groups from both Country and SSO map
« Language, Locale, and Timezone: User Country mapp
« User Type: Grant highest available privilege (for example, Data Stewan

CURRENT S50 MAPPINGS ; -—

The mapping file that you uploaded displays in the Current SSO Mappings section. The file can be
downloaded any time by clicking the sso_mappings.csv file name.

8. Save your changes. The uploaded file will not be applied until the SSO configuration is saved.

Mapping rules

If the file includes Country and Group mappings, there are rules to understand which configuration will
be applied when users are automatically created.

e DVPs - A combination of all unique DVPs from the SSO_Country and SSO_Group mapping
columns are applied.

e User Groups - All user groups are applied.

e Language, Locale, and Timezone - Apply the first matching settings found in the mappings. If
none are defined, apply the default settings in the SSO configuration.

o User Type - The user type with the highest privilege wins (for example, Data Steward overrides
Standard User, Standard User overrides Portal User). If no user type is defined, the user will be

created as a Standard User.

Additional rules

e |farow contains SSO_Group and SSO_Country values, the settings will apply only to users that

have both. to both.
e |f arow contains SSO_Group only, its settings will apply to any user matching that group,

regardless of the country.
e |f arow contains SSO_Country only, its settings will apply to any user matching that country

regardless of their SSO group.
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Updating the mappings
The mapping file can be updated at any time.

1. Click Re-Upload SSO Mappings.

2. Inthe dialog, choose to download the template or to download and edit your existing mapping

file.

Re-Upload SSO Mappings

Step 1: Download SSO Mappings template (empty) or your current SSO Mappings file.
& Download Template & Download Current SSO Mappings

Step 2: Update the sso_mappings.csv file to map your SSO groups to Network configuration
settings.

Step 3: Upload the edited sso_mappings.csv file.

O

Drag edited file here (.csv)

& Upload File

w

Upload the new or updated mapping file.

4. When the validated file is successfully uploaded, the displayed mappings reflect the new
mappings.

5. Your previous mapping file can be downloaded in the Past SSO Mappings section.

6. Save your changes.

PAST SSO MAPPINGS past_mappings.zip &

S50_Mappings.csv &

S & Re-Upload SSO Mappings

CURRENT S50 MAPPINGS
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Test the SSO configuration

After you have uploaded the mappings, you can test the SSO configuration to understand the Network
MDM settings that will be applied to a user.

1. When the Single Sign-On Settings page is in read-only mode, click Test User Settings.

2. Inthe dialog, add the SAML attribute mappings. For the group field, add a group from your
uploaded mappings file.

Click Add Attribute to include multiple groups.

Test User Settings

Enter sample SAML attribute values to see the settings and configurations the user will be created with.

SAML ATTRIBUTE VALUE
c us x
mail sara.woods@verteo.com x
uid sara.woods@verteo.com x
fname sara x
sname woods x
group 77386619-231a-452f-85a8-bfffaSdcaf5c x

4+ Add Attribute

< Applied Configurations

CONFIGURATION VALUE

Data Visibility Profile Russia, Turkey, US

Language English

Locale Mexico

Timezone (GMT+00:00) Greenwich Mean Time (GMT)
User Groups Marketing Users

User Type Standard User
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3. Click Evaluate.
4. The Applied Configurations section displays the settings that will be applied to the user:
e Data Visibility Profile
e Llanguage
o locale
e Timezone
e User Groups
e UserType

Logs

Administrators can track the SSO mapping changes in the System Audit Log.

UPDATES TO TRANSPORT SECURITY LAYER CIPHERS

To ensure the highest security standards, the following TLS ciphers will be removed from publicly
accessible Network FTP servers.

e TLS_DHE_RSA_WITH_AES_128 CCM_8
e TLS_DHE_RSA_WITH_SEED_CBC_SHA
e TLS_RSA_WITH_SEED_CBC_SHA

While Network already enforces TLS 1.2, retiring these ciphers eliminates known vulnerabilities and
strengthens your data protection.

This change will be made by default.

Impact to existing customers

No disruption is expected. Standard FTP clients will automatically negotiate stronger, supported ciphers
with no action required.

If you connect using legacy FTP clients or custom automation scripts, you might need to update your
software to maintain connectivity.
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SSL CERTIFICATE UPDATE

All Veeva certificates have been re-issued by the certificate authority. The SSL certificate for
veevanetwork.com will be updated on Friday, August 21 when version 26R2.0.1 is deployed to all
Sandbox and Production PODs.

Impacted customers

Only customers who explicitly download and install certificates on any site caches or proxy servers must
update their certificates.

If you are impacted, you must update your certificates for Friday, August 21.
Certificate expiry

This new certificate expires in six months (February 2027). Certificate authorities are shortening validity
periods to align with updated security standards.

veevanetwork.com certificate

Installing this certificate covers all Sandbox and Production Network MDM instances and
login.veevanetwork.com.

MIIG9zCCBA+gAwWIBAGIQBgELiTQzy8Y1U4x338u41DANBgkghkiGOwOBAQSFADBYZ
MQswCQYDVQQOGEwWJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMTMwMQYDVQQODE ypE
aWdpQ2VydCBHbG 91 YWwgRzIgVEXTIFJTQSBTSEEYNT YgMj AyMCBDQTEWHhCNM] Yw
Nz IyMDAWMDAWWhcNM]cwMjAIMIM1IOTUSWBxMOswCQYDVQQOGEWJVUZETMBEGAL1UE
CBMKQ2FsaWZvcmSpYTETMBEGA1UEBxMKUGx1YXNhbnRvbjEbMBKkGA1UEChMSVmMV1
dmEgU31zdGVtcyBJbmMuMRswGQYDVQQDDBIGLNZ1ZXZzhbmv0d29yay5jb20wggEi
MAOGCSgGSIb3DOEBAQUAA4IBDWAWGGEKAOIBAQC2bzIVidM4AZ6Jx1Udal+BtzXe
fmklylrBQlESrindQcH51CinJT6cnOMObmziglyQON2mZScucSeVndZasaG33kvNG
u57vVe3mB8mTP3MpGt 6J4CiBCMWIOEH1XbRjZyhSai8HrAvBICIWecSblIcgath/T5
1FNOtoVkIh4Jm2+gsjSleriZ6CD3vTdFWpEMealhlgNVetEGWv90Sm/Qo51 PMXHh
36GMojuoJhmBR1fMgqoC01i6VTwpyQfP1Up+Cl1liVpzmewlQ3MHIYr/vrJET/Q4EVY
3swDdMXDZz1iC+6/NhYmcktOvDEcruedi7ZGOvAckUNsadm3ewJozXeI1l5yzVNAgMB
AAGjggOhMI IDNTAfBgNVHSMEGDAWGBROhYDAZs f fN97PvSk3ggMdvu3NFzAJdBgNV
HQ4EFgQU8R3ti18/dxisdcCtnnd4FemZWgLh4wLwYDVRORBCgwJoISKi52ZWV2YW51
dHdvcemsuY29tghB2ZWV2YW51dHdvemsuY29tMD4GA1UAIAQ3MDUwWMWYGZ4EMAQIC
MCkwJIwYIKwYBBQUHAGEWG2hOdHA6Ly93d3cuZGlnaWNlcnQuY29tLONQUzAOBgNV
HQOS8BAf8EBAMCBaAwHQYDVRO1BBYWFAYIKwYBBQUHAWEGCCsGAQUFBWMCMIGEBgNV
HR8EgZcwgZQwSKBGOESGOMhOdHAG6LY9jcmwzLmRpZ21jZXJ0LmNvbS 9EaWdpQ2Vy
dEdsb2JhbEcyVExTULINBUOhBM]jU2MjAYMENBMSO0xLmNybDBIoEagRIZCaHROcDov
L2NybDQuUZG1lnaWN1lcnQuY29tLORpZ21DZXJO0R2xvYmMEFsRzJUTFNSUOFTSEEYNTYy
MDIwQOEXLTEuUY3JsMIGHBggrBgEFBOQCBAQR7MHkwJAY IKwYBBQUHMAGGGGhOJHAG
Ly9vY3NwLmRpZ217 ZXJ0LmNvbTBRBggrBgEFBQcwAOZFaHR0OcDovL2NhY2VydHMu
ZG1lnaWN1lcnQuY29tLORpZ21DZXJOR2xvYmEFsRzJUTENSUOFTSEEYNTYyMDIwQOEx
LTEuY3JOMAWGA1UJEWEB/wQCMAAwWggF /BgorBgEEAdZ5AgQCBI IBbwSCAWsBaQB3
AEx]j3Jj1lnB2riPYeij3ero+rRKM3el+blMP70Zz8wb4mAAABn4uBpycAAAQDAEgGW
RgIhANvmv/DGXW7XqfM1KGHvO+1lerA+Pj5avlémy43gMgAvYAIEARD2WixJI1VZe
a6X9U2nKt70NcyFjdTnmpd3FKOb4 6 SQAdgDW1Y2p0BAT8 2pKoMdXSQKv68fcLNOM
2fdkyAyJGR6fAgAAAZ+Lgac8AAAEAWBHMEUCIQCOtWGR7 7ymA9LmOSfookdK91w3
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JV/VNB8mMFO/x1Z17TWQIgUzptoClQdVOPZLIUDWAOZYTsivIWOEO91xYSAd/qf JOA
dgBEwrOM6RQOZKXJISgGTClghuzWXDgDuERaJaCocRNel ZgAAAZ+LgaddAAAEAWBH
MEUCICtYcTbHjAHhr4LFyZhgKlz+e+TJydWPaEMGOtAZXMKTAIEAL1vIOQfUs9r51lo
XuYTIam5tTZXeaviIA+Lp/pZtoFjwNuOwDQYJKoZIhvcNAQELBQADggEBAIxfcyuB
au3mnKXc2Pag6ekn5npgqgUOE101Y1x5I14/c/BtD3Re9XTURORP8AYcFsrLaohz+
S3dDQHznVzrjc5YMvpi6t7x97aPRYVvC9I830pnmeO0WOUO7wd+UkUomxhUV63GVb9
Sc/6Lkv8UXgYmvK7LpdoldGKRufAyLc2yc67No8oowNGl/2£2sVrrQFou8QRinap
NJIN1vmgAULvVhc2Wh/73RDfuZasyG5G5e0z0z£0tVliadc9wCczbuViAFQUbubblC
pkr8oC4oJsuhTqgysJrfRebDkYyjF3vrGHOCcagqt5uzJJtpU0051i5AFoyj6vr/BFk
tJzMCEiaJdMQcxps=

————— END CERTIFICATE-——-—-—

Intermediate CA certificate cert

Install this CA certificate to ensure that the SSL certificate is fully trusted by the supported browsers and
client computers.

MITEyDCCA7CgAwWIBAgIQDPWIB1tWAVR6UFASI8zwZjANBgkghkiGOwOBAQsFADBh
MQOswCQYDVQQGEwJVUzZEVMBMGA1UEChMMRG1naUN1cnQgSW5jMRkwFwYDVQQLEXRB3
d3cuzGlnaWNlcnQuY29tMSAwHgYDVQQODExdEaWdpQ2VydCBHbGO1YWwgUm9vdCBH
MjAeFwOyMTAzMzAWMDAWMDBaFw0zMTAzM] kyMzUSNT1aMFkxCzAJBgNVBAYTALVT
MRUWEWYDVQOKEwxEaWdpQ2VydCBJbmMxMzAxBgNVBAMTKkKRpZ21DZXJ0IEdsb2Jh
bCBHMiBUTFMgUINBIFNIQTI1INiAyMDIwIENBMTCCASIwDQYJK0oZIThvcNAQEBBQAD
ggEPADCCAQ0oCggEBAMz3EGIPprtjb+2QUlbFbSd7ehJWivHO+dbn4dY+91avyYEEV
cNsSAPonCrVXOFt9s1GTcZU0akGUWzUb+nv6u8W+JIDD+VU/E832X4xT1FE3LpxDy
FugrIvAxIhFhaZAmunjZlx/jfWardUSVc8is/+9dCopZQ+GssjoP8077812s3wiWPc
3kbW20X+£SPOkKkOhRBx5R01/tSUZUfyyIxfQTnIcVPAPooTncaQwywa8Wv0yUR0J8
0sicfebUTVSvQpmowQTCd5zWSOTOEeAqgInwQ3DPP3Zr0UxJgyRewg2C/Uaog2yT
zGJISONWS+Jr6X16ysGHIHx+5fwmY6D36g39HaaECAWEAAAOCAYIwggF+MBIGAL1Ud
EwEB/WQIMAYBAf8CAQAWHQYDVROOBBYEFHSFgMBmMx9833s+9KTeqAx2+7c0XMB8G
AlUdIwWQYMBaAFE4i1VCAYlebjbuYP+vg5EuUOGF485MA4GA1UJDWEB/wWQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQCcDAQYIKwYBBQUHAWIwAgY IKwYBBQUHAQEEajBoMCQG
CCsGAQUFBzABhhhodHRwO1i8vb2NzcC5kaWdpY2VydC5jb20wQAY IKwYBBQUHMAKG
NGhOdHAG6LYy93YWN1cnRzImRpZ213ZXJ0LmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RH
Mi5jcnQwQgYDVROfBDswOTA30DWgM4YxaHROcDovL2NybDMuZGlnaWNlcnQuY29t
LORpZ21DZXJ0R2xvYMFsUm9vdEcyLmNybDAIBgNVHSAENjAOMASGCWCGSAGG/WwC
ATAHBgVNgQwWBATAIBgZngQwBAgGEWCAYGZ4EMAQICMAgGBmMeBDAECAZANBgkghkiG
9wOBAQsFAAOCAQEAkKPFwyyiXazZd8dP3A+iZ7U6utzWX9upwGnIrXWkOH7UIMVI1+t
wCcW1BSAUWdH/SvWgKtiwla3JLko716£f2b4gp/DA/JISTwid7kwcsr4ddrdjPtAFVS
s1lme5LnQ89/nD/7d+MS5EHKBCQORfz5eeljJ1js+aWNJIXMX43AYGyZmOpGrEFmCW3R
bpDO0ufovARTFXFZkAd19h6g4US+LXUZtXMYnhIHUfoyMo5tS58aI7Dd8KvvwVVo4
chDYARPPTHPbgjclgqCmBaZx2vN4Ye5DUys/vZwPO9BFohFrH/ 675 /£f3IL16/RZkiMN
JCqVJUzKoZHm1lLesh3Sz8W2jmdv51b2EQJ8HmA==

————— END CERTIFICATE-—-—---

View or download the updated certificates

After the certificates are updated, they can be viewed and downloaded by running the following
command:

openssl s _client -connect login.veevanetwork.com:443 -showcerts
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API

VERSION UPDATE FOR 26R2.0

The Network API is updated to v40.0.

The Network APl version is updated for every major release. Any additional changes are documented in
this section of the Release Notes.

As with all version updates, Integration Users should continue to use v39.0 until there is a change for
v40.0 that they want to apply.

For more information about the Network API, see the Veeva Network API Reference at
http://developer.veevanetwork.com.

VERSION UPDATE FOR 26R1.1
The Network APl is updated to v39.0.
The Network API version is updated in this release to support the Master data disclaimer feature.

As with all version updates, Integration Users should continue to use v38.0 until there is a change for
v39.0 that they want to apply.

RESTRICT ACCESS TO AUTHORIZED SYSTEMS

The Change Request Search and Retrieve APIs now enforce the system access restrictions in your user
profile, automatically limiting results to DCRs from your authorized systems. Previously, the Change
Request API returned all DCRs.

Users » john.smith@verteo.veevanetwork.com

john.smith@verteo.veevanetwork.com Cancel  Reset Password m

v Additional Permissions

APl Access Selected Systems Only -

Select the systems this user will have API access to

KQVIA OneKey SAP
Compliance Data Hide Preview box on profile -
Data Lineage Display Preview box on profile v

This enhancement is enabled by default in your Network MDM instance.
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Access to systems
Administrators can define the systems that users have API access to in each user profile.

1. Inthe Additional Permissions section, choose Selected Systems Only for the API Access setting.
2. Inthe field, add the systems.

When an API request is made to search or retrieve third-party master DCRs, the DCRs will be filtered by
the list of authorized systems in the user's profile. If the user's permission is set to All Systems, the
API will continue to return all DCRs.
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